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Background 

© 2013 Airports Council International 

 Initiative of ACI World Airport IT Standing Committee 

 

 Identified as a strategic priority by the ACI World Governing Board 

 

 Service will allow airports to perform IT security self-assessments and 

benchmark their compliance against other airports 

 

 ACI World will own and operate the system 

 

 Planned official launch of the service: Q4 2013 

 Development of technical components almost complete 

 Draft of assessment questionnaire is ongoing 



 Airport operators need guidance to manage their IT Security risks 
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Airport IT Security Benchmark – the problem 

 Increased dependency on IT 

 Emerging threats and growing 

points of vulnerability 

 Business Continuity requirements 

 Growing IT Security costs 

 Increased sophistication / 

coordinated attacks 

 Need for airports to collect and 

share information, guidance and 

best practice insight. 

 Identify strengths and weaknesses 
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Features 
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 Unique service tailored for airports 

 

 Benchmark against peers (pax traffic, IT budget, ownership, etc.) 

 

 Questionnaire based on a well-respected international standard 

 ISO 27002 provides best-practice recommendations 

 

 Confidentiality of results 

 Only aggregated, anonymous data is provided as part of the benchmark  

 ACI will handle information requests among participants  

 

 Graphical review of assessment results and compliance levels 
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Features 
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 Web-based 

 Self-assessments can be filled out online or on an iPad 
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ISO 27002 overview 
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 11 security control clauses 

 

 39 main security categories 

 

 Each main security category contains: 

 A control objective stating what is to be achieved; and 

 One or more controls that can be applied to achieve the objective. 
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ISO 27002 control clauses 

1. Security Policy; 

2. Organizing Information Security; 

3. Asset Management; 

4. Human Resources Security; 

5. Physical and Environmental Security; 

6. Communications and Operations Management; 

7. Access Control; 

8. Information Systems Acquisition, Development and Maintenance; 

9. Information Security Incident Management; 

10. Business Continuity Management; 

11. Compliance. 
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Assessment questionnaire 
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 Inspired by ISO 27002 

 Reduce scope of individual sections to facilitate benchmarking 

 

 

 

 

 

 

 

 Will be edited and revised as needed to suit airports 

 

 Incorporate feedback from non-native English speakers 
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COBIT Maturity Model 

http://www.isaca.org 

http://www.isaca.org/
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COBIT Maturity Model 

http://www.isaca.org 

http://www.isaca.org/


 Completing assessments 
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Airport IT Security Benchmark – solution overview  



 Documenting compliance and maturity level 
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Airport IT Security Benchmark – solution overview  



 Reviewing assessment results 
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Airport IT Security Benchmark – solution overview  



 Benchmark against peers 
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Airport IT Security Benchmark – solution overview  



 Reviewing benchmark results 
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Airport IT Security Benchmark – solution overview  



THANK YOU FOR YOUR ATTENTION! 

www.aci.aero    rabboud@aci.aero     agarcia-alonso@aci.aero  
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