
Version 4.0 - 20160401 

 
0 
0 
 
 
 
                            
 
 

INFORMATION 
TECHNOLOGY 

 INFRASTRUCTURE 
STANDARDS OF PRACTICE 

  
VOLUME 3 OF 3  

ADMINISTRATION 
APPENDICES 

 
 
 
 
 
 
 
 
 
 
 

LAWA Information Technology Infrastructure Division 
6053 West Century Blvd., Suite 200 

Los Angeles, CA 90045 
 

 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 2 of 226  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 3 of 226  

TABLE OF CONTENTS 
 

1. ADMINISTRATION ------------------------------------------------------------------------------------------------------------------------- 5 

1.1. GENERAL ------------------------------------------------------------------------------------------------------------------------------ 5 

1.2. FIELD SURVEY DOCUMENTATION ---------------------------------------------------------------------------------------------- 6 

1.3. FIELD SURVEY DOCUMENTATION > EQUIPMENT -------------------------------------------------------------------------- 7 

1.4. SAFETY > INTRODUCTION -------------------------------------------------------------------------------------------------------- 8 

1.5. SAFETY > GUIDELINES -------------------------------------------------------------------------------------------------------------- 8 

1.6. DELIVERIES -------------------------------------------------------------------------------------------------------------------------- 15 

1.7. TRAFFIC CONTROL ---------------------------------------------------------------------------------------------------------------- 18 

1.8. REQUESTS > CONTRACTOR REQUESTS CONTACT INFORMATION --------------------------------------------------- 21 

1.9. REQUESTS > CONTRACTOR ACCESS ------------------------------------------------------------------------------------------ 22 

1.10. REQUESTS > AREA SHUTDOWN ----------------------------------------------------------------------------------------------- 23 

1.11. REQUESTS > UTILITY SHUTDOWN -------------------------------------------------------------------------------------------- 24 

1.12. REQUESTS > LOCATING SUB-SURFACE UTILITIES ------------------------------------------------------------------------- 25 

1.13. REQUESTS > TENANT CONSTRUCTION APPROVAL ----------------------------------------------------------------------- 26 

1.14. REQUESTS > TENANT REQUEST TO INSTALL ANTENNAS --------------------------------------------------------------- 27 

1.15. REQUESTS > TENANT CONSTRUCTION INSPECTION --------------------------------------------------------------------- 28 

1.16. REQUESTS > CADD AND CADD STANDARDS ------------------------------------------------------------------------------- 29 

1.17. REQUESTS > SPACE IN IT ROOMS --------------------------------------------------------------------------------------------- 30 

1.18. REQUESTS > FIBER CIRCUITS --------------------------------------------------------------------------------------------------- 31 

1.19. REQUESTS > LAWA INTERNAL DRAFTING SERVICES --------------------------------------------------------------------- 32 

1.20. PERMITS ----------------------------------------------------------------------------------------------------------------------------- 33 

1.21. QUALITY ASSURANCE ------------------------------------------------------------------------------------------------------------ 40 

1.22. INSPECTION ------------------------------------------------------------------------------------------------------------------------ 43 

1.23. LABELING ---------------------------------------------------------------------------------------------------------------------------- 44 

1.24. AS-BUILT DOCUMENTATION --------------------------------------------------------------------------------------------------- 66 

1.25. AS-BUILT DOCUMENTATION > SAMPLES ----------------------------------------------------------------------------------- 69 

1.26. SENSITIVE SECURITY INFORMATION (SSI) ---------------------------------------------------------------------------------- 94 

1.27. WIRECAD CABLE MANAGEMENT SYSTEM---------------------------------------------------------------------------------- 95 

1.28. ACCEPTANCE TESTING & COMMISSIONING ------------------------------------------------------------------------------- 98 

1.29. TRAINING ------------------------------------------------------------------------------------------------------------------------- 108 

1.30. WARRANTIES --------------------------------------------------------------------------------------------------------------------- 109 

1.31. PROJECT CLOSEOUT ------------------------------------------------------------------------------------------------------------ 111 

2. APPENDICES ----------------------------------------------------------------------------------------------------------------------------- 112 

2.1. APPENDIX A - GLOSSARY ------------------------------------------------------------------------------------------------------ 112 

 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 4 of 226  

2.2. APPENDIX B - INFORMATION DISCLOSURE POLICY REFERENCE ---------------------------------------------------- 116 

2.3. APPENDIX C - NON-DISCLOSURE CONTRACTOR REFERENCE -------------------------------------------------------- 119 

2.4. APPENDIX D - NON-DISCLOSURE INDIVIDUAL REFERENCE ---------------------------------------------------------- 125 

2.5. APPENDIX E - SSI SECURITY INFORMATION REFERENCE ------------------------------------------------------------- 129 

2.6. APPENDIX F - IT ROOM ACCESS POLICY REFERENCE ------------------------------------------------------------------- 139 

2.7. APPENDIX G - CODES, STANDARDS, REGULATIONS-------------------------------------------------------------------- 143 

2.8. APPENDIX H - LESSONS LEARNED ------------------------------------------------------------------------------------------ 145 

2.9. APPENDIX I - CONDUIT FILL CALCULATIONS ----------------------------------------------------------------------------- 153 

2.10. APPENDIX J - FIBER OPTIC LOSS BUDGET CALCULATIONS ----------------------------------------------------------- 154 

2.11. APPENDIX K - 2014 NEC CODE ARTICLES --------------------------------------------------------------------------------- 156 

2.12. APPENDIX L - CSI MASTER FORMAT DIVISION NUMBERS ------------------------------------------------------------ 159 

2.13. APPENDIX M - LOS ANGELES CITY SEISMIC PARTS REFERENCE ----------------------------------------------------- 166 

2.14. APPENDIX N - PART NUMBERS ---------------------------------------------------------------------------------------------- 186 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 5 of 226  

1.   ADMINISTRATION 

1.1. GENERAL 

1.1.1. Infrastructure administration includes the following non-technical topics: 

• Field Survey Documentation 
• Field Survey Documentation Equipment 
• Safety Introduction 
• Safety Introduction - Guidelines 
• Deliveries 
• Traffic Control 
• Contractor’s Request Contact information 
• Contractor Access 
• Request for Area Shutdowns 
• Request for Utility Shutdowns 
• Request for Locating Sub-surface Utilities 
• Request for Tenant Construction Approvals 
• Request for Tenant Request to install Antennas 
• Request for Tenant Construction Inspection 
• Request for CADD Standards 
• Request for Space in IT Rooms 
• Request for Fiber Circuits 
• Request for LAWA-Internal Drafting Services 
• Permits 
• Quality Assurance 
• Inspection 
• Labeling Requirements 
• As-built Documentation 
• Sensitive Security Information 
• WireCAD Cable Management 
• Acceptance Testing and Commissioning 
• Training 
• Warranties 
• Project Closeout 
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1.2. FIELD SURVEY DOCUMENTATION  

1.2.1. All surveys of Hand Holes and Maintenance Holes shall have butterfly 
drawings prepared and pictures taken with a minimum 8MP camera. 

1.2.2. HH and MH surveys shall use the LAWA template below. 

1.2.3. GPS Lat/Long coordinates shall be taken with 12-inch accuracy for all HH 
and MH locations and then converted to State Plane Coordinates. 

 
A sample of a LAWA-required Hand Hole and Maintenance Hole butterfly drawing template. 
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1.3. FIELD SURVEY DOCUMENTATION > EQUIPMENT 

1.3.1. The following GPS locator will achieve LAWA’s GPS accuracy requirements. 

 
 

A Trimble Geo 7x GPS locator is pre-approved by LAWA for obtaining GPS coordinates. 
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1.4. SAFETY > INTRODUCTION 

1.4.1. All personnel shall follow industry-standard safety guidelines as listed below 
under Safety Guidelines. 

1.4.2. All contractors shall have a company safety program with ongoing safety 
classes and/or “tail gate” meetings.   

1.4.3. All contractors shall provide a safety plan upon LAWA request.   

1.4.4. The safety plan shall cover the topics listed below.   

1.4.5. Contractors may be required to provide onsite safety training for contractor 
and non-contractor staff that have a need to be in the construction area – all 
at no charge to LAWA. 

 
1.5. SAFETY > GUIDELINES 

1.5.1. In the event of a serious illness or injury, immediately call 424-646-
7911. 

1.5.2. Everyone shall make accident prevention a safety priority #1 in the conduct of 
Los Angeles World Airports’ (LAWA) business.  

1.5.3. The purpose of Safety Programs is to eliminate incidents that produce 
personal injury, damage or destroy equipment and facilities, and disrupt work 
operations. 

1.5.4. To those ends: 

1.5.5. General Requirements: - All personnel shall: 

• Learn about all safety hazards in the work place. 
• Act to minimize safety hazards in the work place. 
• Use proper safety practices and procedures. 
• Keep the work area clean by cleaning up all spills of liquids, broken glass, 

and litter on the floor immediately.  
• Use all required personal protective equipment (PPE).  Protective 

equipment may include hardhat, safety glasses/goggles, face shields, 
respirators, hearing protection, gloves, plastic aprons, arm guards, boots, 
etc.  

• Use all personal and equipment safeguards properly. 
• Get help to lift heavy objects. 
• Perform every task with due regard for one’s personal safety, that of 

fellow employees, and of the public. 
• Report to supervisors all unsafe working conditions or practices observed. 
• Notify their manager and their Human Resources Representative of any 

work-related accident and follow the required documents and procedures.  
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1.5.6. First Aid Requirements: - All personnel shall: 

• Know where the First Aid kits are located. 
• Know where emergency eyewash stations are located. 

 
1.5.7. Working Alone Requirements: - All personnel shall: 

• Work in a team of al least two and be within sight and sound of each 
other when working in hazardous conditions or locations. 

• Know the location of the closest fire alarm in the work place.  
• Know where the fire exits are in the work place and keep the traffic paths 

free and clear of obstructions.  
 

1.5.8. Tools/Equipment Requirements: - All personnel shall: 

• Maintain equipment in a safe operating condition.  
• Be certified in the use of powder-actuated impact tools if the job requires. 
• Remove all scrap and trash from the work site and airport premise each 

day.   
• Not use LAWA trash disposal containers unless given permission.  
• Only use ladders that have been inspected and are clear of defects. 
• Know and use ladder safety principles. 

 
1.5.9. Vehicle Safety Requirements: - All personnel shall: 

• Obey all traffic laws. 
• Secure all gear and equipment in and on vehicles. 
• Use red flags on items extending out of the vehicle. 
• Be mindful of vehicle height and ladder racks when entering parking 

structures. 
 

1.5.10. Environmental Quality Requirements: - All personnel shall: 

• Take precautions to minimize dust, dirt, and noise. 
• Ensure that the work area is adequately ventilated from undesirable 

vapors, fumes, and/or emissions. 
 

1.5.11. Hazardous Materials Requirements: - All personnel shall: 

• Label hazardous chemical containers. 
• Obtain approval for the generation, storage, and transportation of 

hazardous wastes at and from LAWA.  
• Not dump chemicals down sink drains, floor drains, or outside storm 

drains. 
• Post a copy of all applicable Safety Data Sheet (SDS) where chemicals 

are used. 
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• Inform LAWA of any wastes or chemicals that may be generated as a 
result of their work prior to commencement of work.  

• Take responsibility for all hazardous wastes generated at the site. 
• Use only properly licensed and authorized firms to remove wastes. 
• Immediately report any chemical, fluid, oil, or fuel leaks or spills.  

 
1.5.12. Flammable Liquids/Gases Requirements: - All personnel shall: 

• Store all flammable liquids and gas cylinders in properly labeled, 
approved, and anchored containers. 

• Securely clamp or chain all compressed gas cylinders in a well-ventilated 
designated areas.  

 
1.5.13. Hot-Work Permit Requirements: - All personnel shall: 

• Obtain a hot-work permit for any task that produces a flame, smoke, 
and/or sparks. 

• Provide required fire watch and applicable fire extinguishers, fire blankets, 
etc. 

 
1.5.14. Electrical Work Requirements: - All personnel shall: 

• Be trained and qualified before commencing electrical work at any work 
site.  

• Use only electrical tools that are grounded or double insulated.  
• Keep extension cords free from abrasions and splices.  
• Use Ground Fault Circuit Interrupter (GFCI) extension cords in all 

potential wet, damp, or hazardous areas.  
 

1.5.15. Excavation Requirements: - All personnel shall: 

• Protect all excavations against hazardous ground movements with 
shoring - if required.  

• Provide adequate physical protection, barriers, and/or warning lights at all 
excavations and trenches. 

 
1.5.16. Confined Spaces - General Requirements: - All personnel shall: 

• Comply with Utility Shutdown and Area Shutdown request procedures. 
• Comply with Cal/OSHA regulations for all confined space work. 

 
1.5.17. Confined Spaces - Hand Holes and Maintenance Holes Requirements: - All 

personnel shall: 

• Have safety barricades around the opening when working HH’s and 
MH’s. 
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• Check HH’s and MH’s for poisonous gases using a gas sniffer that has 
been calibrated within the last year.  LAWA reserves the right to inspect 
the calibration records at any time. 

• Drain HH and MH water into sump trucks and properly remove it from the 
LAWA premise. 

 
1.5.18. Elevated Work Requirements: - All personnel shall: 

• Comply with Title 8, Subchapter 4 (Construction Safety Orders) and 
Subchapter 21 (Telecommunication Safety Orders) of the California Code 
of Regulations as applicable.  
http://www.dir.ca.gov/samples/search/query.htm 

• Not use chairs as step-stools or ladders.  
• Use guardrails or personal fall arrest systems for any work performed 

more than six feet off of the floor. 
 

1.5.19. Forklift/Crane Requirements: - All personnel shall: 

• Only use electric and propane forklifts inside buildings.  
• Be trained operators per Cal/OSHA regulations for forklift and crane work.  

 
1.5.20. Tower Work Requirements: - All personnel shall: 

• Wear Cal/OSHA approved fall arrest harnesses, headgear, appropriate 
glasses, gloves and sun protection on all tower work. 

• Be trained in tower climbing safety and rescue, CPR , First Aid, and RF 
Awareness. 

 
1.5.21. Drug-Free Workplace  

• Los Angeles World Airports (LAWA) is committed to maintaining a safe 
and drug-free workplace for all employees.  Anyone under the influence 
of alcohol and/or regulated drugs is not allowed on work sites.  

• Anyone who is believed to be under the influence of drugs or alcohol, 
while on the job, is to be escorted by their supervisor to Medical Services. 

• LAWA may require drug testing on no notice.  Personnel involved in a 
workplace accident, in a motor vehicle accident while on company 
business, in an accident while operating a company vehicle, or in a 
workplace violence incident may be required to undergo drug testing 
within 24 hours of the incident.  

• LAWA may also require a post-accident drug and/or alcohol test of all 
employees near the scene following an on-the-job accident or incident.  

 

http://www.dir.ca.gov/samples/search/query.htm
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A sample terminal renovation area where PPE and extreme caution is required. 
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A sample excavation area awaiting fifty new 4-inch conduits where PPE is mandatory. 

 

 
A sample terminal baggage carousel renovation area where PPE and caution is required. 
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A sample of a required safety barricade surrounding a Hand Hole entrance prior to splicing. 
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1.6. DELIVERIES 

1.6.1. All deliveries of project equipment and parts shall be delivered to the LAWA 
IT Warehouse unless otherwise specified. 

1.6.2. Deliveries from projects for inventory or overstock shall be plastic-wrapped, 
dated, labeled as to contents and project.   

1.6.3. Warehouse staff shall be notified three days in advance of a potential deliver 
and receive an appointment for a delivery time.   

1.6.4. Project deliveries to the IT Warehouse shall be made at no cost to LAWA. 

 
Warehouse deliveries shall be palletized, wrapped, and labeled with date, projects, and contents. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Date 
Project: XYZ 
Contents: System 
Spares 
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1.6.5. Requests to deliver project equipment to LAWA’s IT warehouse shall be 
accompanied by a receipt. 

 
A sample LAWA Receipt for Delivery form. 
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1.6.6. Requests to transfer equipment and supplies shall be accompanied by an 
Equipment Transfer Notice form. 

 
A sample LAWA Equipment transfer Notice form. 
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1.7. TRAFFIC CONTROL 

1.7.1. All surveys and work that is in or near traffic lanes or service roads shall have 
a traffic plan pre-approved by LAWA. 

1.7.2. LAWA uses the Work Area Traffic control Handbook (WATCH) for general 
traffic control guidance and traffic plan preparation. 

1.7.3. Traffic plans may need to be adjusted for special airport conditions.. 

 

 
LAWA uses the WATCH manual for general traffic control. 
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Types hand signaling devices.  Courtesy: WATCH manual. 
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The basic component parts of a traffic control plan.  Courtesy: WATCH manual. 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 21 of 226  

1.8. REQUESTS > CONTRACTOR REQUESTS CONTACT INFORMATION 

1.8.1. Contractors shall follow the instructions below for information on shutdowns 
and access requests. 

 
 

Contractor access request information. 
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1.9. REQUESTS > CONTRACTOR ACCESS 

1.9.1. The Contractor Access Form is required to be filled out to obtain entry into 
controlled spaces.   

1.9.2. The form may be obtained at www.lawa.org under Tenant Projects. 

 
Contractor access requests must be applied using this partially shown  form. 

http://www.lawa.org/
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1.10. REQUESTS > AREA SHUTDOWN 

1.10.1. For approval of any work area that can disrupt normal operations, the Area 
Shutdown Request form shall be completed and submitted.   

1.10.2. The form may be obtained at www.lawa.org under Tenant Projects. 

 
Area shutdown requests shall be submitted using this form or the more current version. 

http://www.lawa.org/
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1.11. REQUESTS > UTILITY SHUTDOWN 

1.11.1. For approval of any work area that can disrupt utilities, the Utility Shutdown 
Request form shall be completed and submitted.   

1.11.2. The form may be obtained at www.lawa.org under Tenant Projects. 

 
Utility shutdown requests shall be submitted using this form or the more current version. 

 

http://www.lawa.org/
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1.12. REQUESTS > LOCATING SUB-SURFACE UTILITIES 

1.12.1. Subsurface utilities shall be located by calling the California Underground 
Service Alert South at (800) 227-2600, or One Call Referral Systems 
International at (888) 258-0808. Or, www.digalert.com 

1.12.2. The LAWA IT Service Desk can also be called at 424-646-9000 48-hours in 
advance for assistance in identifying LAWA’s HH’s and MH’s. 

1.12.3. Orange is the uniform color code for utility flagging, painting, and identifying 
communications, alarms, signals, and CATV. 

 
 

Dig Alert web site home page. 
 
 
 
 
 
 
 
 
 
 
 

http://www.digalert.com/
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1.13. REQUESTS > TENANT CONSTRUCTION APPROVAL 

1.13.1. Before the construction or installation of any indoor or outdoor IT facilities, 
construction approvals shall be obtained through the Tenant Improvement 
Approval Process (TIAP).   

1.13.2. For more information on tenant projects, refer to the  Tenant Project Approval 
Process Manual or call LAWA's Facilities Planning Division at (424) 646-7690.  
Direct all correspondence to:  
http://www.lawa.org/welcome_LAWA.aspx?id=4162 

1.13.3. Direct IT Infrastructure correspondence to: LAWA Information Management & 
Technology Group 

• Attention: Office of Infrastructure Technology 
• 6053 W. Century Blvd., Suite 200 
• Los Angeles, California 90045 
• 424-646-9000 

 

 
 

Construction approval requests shall be submitted using this form or the more current version. 

http://www.lawa.org/uploadedFiles/LAXDev/TenantProjectApprovalProcessManual.pdf
http://www.lawa.org/uploadedFiles/LAXDev/TenantProjectApprovalProcessManual.pdf
http://www.lawa.org/welcome_LAWA.aspx?id=4162
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1.14. REQUESTS > TENANT REQUEST TO INSTALL ANTENNAS 

1.14.1. Requests to install antennas shall be submitted for LAWA’s approval using 
the form below. 

1.14.2. LAWA will review and either approve, modify, or deny the request. 

 
A sample LAWA antenna installation Request form. 
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1.15. REQUESTS > TENANT CONSTRUCTION INSPECTION 

1.15.1. All tenant work shall be inspected unless LAWA deems otherwise. 

1.15.2. Requests for LAWA inspection of Tenant project can be obtained by filling out 
the following form. 

 
Tenant inspection requests shall be submitted using this form or the more current version. 
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1.16. REQUESTS > CADD AND CADD STANDARDS 

1.16.1. All preliminary and final design versions shall be submitted in LAWA’s-
required CADD format in addition to any hard copy or PDF requirements. 

1.16.2. CADD Standards may be obtained from LAWA.org. 

 

 
LAWA’s CADD Standard manual is shown. 
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1.17. REQUESTS > SPACE IN IT ROOMS 

1.17.1. Requests to use space within LAWA IT Rooms shall be submitted for LAWA’s 
approval using the following form.  In general, tenants are not allowed to use 
LAWA TR rooms with the exception of the MPOE, to bring in 
telecommunications circuits. 

1.17.2. LAWA IMTG will review and either approve, modify, or deny the request. 

 
A sample LAWA IT Room Space Request form. 
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1.18. REQUESTS > FIBER CIRCUITS 

1.18.1. Requests for fiber circuit creation shall be submitted for LAWA’s approval 
using the following form. 

1.18.2. LAWA IMTG will review and either approve, modify, or deny the request. 

 
A sample LAWA Fiber Circuit Request form. 
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1.19. REQUESTS > LAWA INTERNAL DRAFTING SERVICES 

1.19.1. Requests for LAWA-internal Drafting Support services shall be submitted for 
LAWA’s approval using the following form. 

1.19.2. LAWA IMTG will review and either approve, modify, or deny the request. 

 
A sample LAWA Computer Aided Drawing and Design Request form. 
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1.20. PERMITS 

1.20.1. All work shall be permitted as required Los Angeles Department of Building & 
Safety. 

 
Sample electrical permit application page 1 of 2. 
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Sample electrical permit application page 2 of 2. 
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Sample HVAC permit application page 1 of 2. 
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Sample HVAC permit application page 2 of 2. 
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Sample fire sprinkler permit application page 1 of 2. 
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Sample fire sprinkler permit application page 2 of 2. 
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Sample pre-check list for Fire Life Safety sign off. 
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1.21. QUALITY ASSURANCE 

1.21.1. All labor shall be thoroughly competent and skilled.  All work shall be 
executed in strict accordance with the best practice of the trades.   

 
A sample IT Room that meets LAWA’s minimum requirement for a quality installation. 
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A sample CAT 6A cable installation that meets LAWA’s minimum requirement for a quality. 
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A sample horizontal cable routing that meets LAWA’s minimum requirement for a quality. 

 

 
A sample ladder rack and routing install that meets LAWA’s minimum requirement for a quality. 
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1.22. INSPECTION 

1.22.1. All IT infrastructure shall be inspected. 

1.22.2. LAWA shall be notified at least 48-hours in advance of a request for 
inspection. 

1.22.3. Punch lists created following an inspection shall be remedied immediately. 

1.22.4. Remedial work shall be re-inspected. 

1.22.5. LAWA shall have the right to reject any materials work that is not in 
compliance with these standards. 

1.22.6. LAWA reserves the right to inspect all facets of all projects that contain an IT 
infrastructure. 

1.22.7. LAWA reserves the right to take pictures and video tape all facets of all 
projects that contain an IT infrastructure. 
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1.23. LABELING 

1.23.1. IT Infrastructure components shall be labeled.  All labels should use an Arial 
font or equivalent.  Font size shall be as large as is reasonable to be viewed 
from 7 feet distance. 

1.23.2. All LAWA equipment cabinets shall be labeled on the front and back of the 
cabinet with engraved plastic having 1-inch tall letters.  Cabinet labels are to 
centered left/right on the cabinet.  Lettering is to say Rack (because “Cabinet” 
is too long) and the cabinet number.  Facing a row of cabinets from the front 
door, cabinet #1 is the cabinet adjacent to the wall counting from left to right. 

 
LAWA cabinet labels located on the front and back of equipment cabinets. 
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1.23.3. All Tenant Wiring Closet equipment cabinets shall be labeled on the front 
and back of the cabinet with engraved plastic having 1-inch tall letters.  
Cabinet labels are to centered left/right on the cabinet.  Lettering is to say 
Rack (because “Cabinet” is too long) and the cabinet number.  Facing a row 
of cabinets from the front door, cabinet #1 is the cabinet adjacent to the wall 
counting from left to right. 

 
Tenant equipment cabinet labels located on the front. 

 
1.23.4. All Telecommunications Enclosures (TE, Armarac) shall be labeled on the 

outside in the upper left front corner using 3M 1-inch orange reflective letters.  
Line 1 shall read “LAWA IT”.  Line 2 shall read the fiber patch panel located 
inside.  See the fiber patch panel and cable sections for details. 

1.23.5. All Telecommunications Enclosures (TE, Armarac, etc) shall be labeled 
on the inside door in the upper left corner using a Brother, Brady, or 
equivalent labeler using strong adhesive so the labels do not curl and 
separate.  Line 1 shall read the origin of the fiber cable(s).  Line 2 shall read 
the destination of the fiber cable(s).  See the fiber patch panel and fiber cable 
sections for details. 
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1.23.6. All Outdoor Pedestals shall be labeled on the outside in the upper left front 
corner using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  
Line 2 shall read the fiber patch panel located inside.  See the fiber patch 
panel and cable sections for details. 

 
 

Pedestal cabinet labels located on the front and inside. 
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1.23.7. All Outdoor Pedestals shall be labeled on the inside door in the upper left 
corner using a Brother, Brady, or equivalent labeler using strong adhesive so 
the labels do not curl and separate.  Line 1 shall read the origin of the fiber 
cable(s).  Line 2 shall read the destination of the fiber cable(s).  See the fiber 
patch panel and cable sections for details. 

 
 

Outdoor cabinet labels located on the front. 
 

 
 

Outdoor cabinet labels located on the inside. 
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1.23.8. All Conduits shall be labeled within twelve (12) inches of each end of the 
origin and termination points and the entry and exit of all junction and pull 
poxes along the path.  Line 1 shall read “LAWA IT”.  Line 2 shall read the 
room number and cabinet number (if applicable).  If the conduit is too small 
for two lines, then the lines may be combined. 

 
 

Conduit labels within twelve inches of pull box. 
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1.23.9. All Junction Boxes shall be labeled on the outside in the upper left front 
corner using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  
Line 2 shall read the fiber patch panel located inside (if applicable).  See the 
fiber patch panel and cable sections for details.  Line 3 shall read the pull box 
number from the project drawings (if applicable).  Line 4 shall read the date 
installed. 

 
 

Junction Box labels located on the outside upper left corner. 
 
 

1.23.10. All Pull Boxes shall be labeled on the outside in the upper left front corner 
using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  Line 
2 shall read the pull box number from the project drawings (if applicable).  
Line 3 shall read the date installed. 

 

 
 

Pull Box labels located on the outside upper left corner. 
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Sample pull box labeling. 
 
 

 
 

Sample pull box and conduit labeling. 
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Pull Box labels located on the outside end of a long box. 
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Sample electrical conduit and panel labeling. 
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1.23.11. All Fiber Patch Panels (rack and wall-mounted) shall be labeled on the 
outside in the upper left front corner using 3M 1-inch orange reflective letters.  
Line 1 shall read the fiber patch panel located inside.  See the fiber patch 
panel and cable sections for details. 

 
 

Fiber patch panel labels labeling scheme.  
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1.23.12. All Fiber Patch Panels (rack and wall-mounted) shall be labeled on the 
inside door in the upper left corner using a Brother, Brady, or equivalent 
labeler using strong adhesive so the labels do not curl and separate.  Line 1 
shall read the origin of the fiber cable(s).  Line 2 shall read the destination of 
the fiber cable(s).  See the fiber patch panel and fiber cable sections for 
details. 

 
Patch Panel labels located on the outside and inside of panel. 

 
 

 
Patch Panel labels located on the outside and inside of panel. 
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Patch Panel labels located on the outside and inside of panel. 
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1.23.13. All Fiber Optic Cables shall be labeled within twelve (12) inches of each end 
using a pre-made plastic label with laminating cover.  See LAWA for details.  
Line 1 shall read date installed and No, of strands.  Line 2 shall read the 
origin fiber patch panel.  Line 3 shall read the destination fiber patch panel.  
Line 4 shall read the cable identification number from WireCAD (obtain from 
LAWA) and the Contractor installing the cable.  Within Pull Boxes, fiber 
cables shall be labeled as above.  For all slack loops, fiber cables shall be 
labeled as above.  Within Maintenance Holes, all cables shall be labeled 
within twelve (12) inches of each entrance and exit conduit and on each cable 
slack loop.  Fiber cables shall also be labeled within twelve (12) inches of 
entering and exiting splice cases. 

 

 
 

Fiber cable label scheme. 
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Fiber cable label with laminate overlay for protection. 

 
1.23.14. All Fiber Optic Jumpers shall be labeled on each end using non-shrunk 

heat-shrink labels.  Line 1 shall read the origin patch panel and port number 
of the port you are looking at.  Line 2 shall read the destination patch panel 
and port number.  Line 3 shall read the circuit origin followed by a slash 
followed by the circuit destination.  Line 4 shall read the IT System, Date, 
Circuit I.D> from WireCAD (obtain from LAWA), and the owner or tenant.  If 
there is insufficient room on line 4, then the owner or tenant can be moved to 
line 1 on the right side. 

 

 
 

Fiber jumper label scheme. 
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Fiber jumper label sample. 
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1.23.15. All Copper Patch Panels shall be labeled at each port number.  Line 1 shall 
read the location of the corresponding Work Area Outlet.  Location examples 
include room No., Office No., Cubicle No., Floor No, Roof, etc.  Line 2 shall 
read the WAO or the dedicated function of the WAO.  Note that sometimes a 
work area outlet may be dedicated to a particular field device.  Examples of 
function include the specific WAO No. (see WAO labeling scheme), Access 
Point No., Camera No., Paging Station No., Monitor No., Consolidation Point 
No.. 

 
 

Horizontal copper patch panel label scheme and sample. 
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1.23.16. Horizontal CAT 6/6A Cables between work area outlets and the back of 
patch panels do not need to be labeled.  Horizontal CAT 6/6A Cables that 
terminate in an RF-45 plug to connect equipment, shall be labeled according 
to the work Area Outlet labeling requirements below. 

 

 
 

Horizontal copper cables between WAO’s and patch panels are not required to be labeled. 
 
 

 
Horizontal cables with RJ 45 Plugs shall be labeled with origin and destination. 

 
 

1.23.17. All Work Area Outlet faceplates shall be labeled in two places - at the top of 
the faceplate, and above each port.  The label at the top of the faceplate shall 
be composed of one line of text made up of four parts.  Part one is the 
locator.  Examples of a locator include room no., office no., cubicle no., floor 
no., roof, etc.  Part two is the IT Room no. of the other end of the cable.  Part 
three is the cabinet or rack no. in the IT Room which contains the patch 
panel.  Part four is the vertical position of the patch panel in the cabinet or 
rack.  On the faceplate above each port shall read the respective patch panel 
port number.  Lettering should be between ¼-inch and ½-inch in size. 
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Work Area Outlet faceplate labeling scheme. 
 

1.23.18. All Work Area Outlet multiport strips (Harmonicas) shall be labeled in two 
places - at the top of the Harmonica, and above/below each port.  The label 
at the top of the Harmonica shall be composed of one line of text made up of 
four parts.  Part one is the locator.  Examples of a locator include room no., 
office no., cubicle no., floor no., roof, etc.  Part two is the IT Room no. of the 
other end of the cable.  Part three is the cabinet or rack no. in the IT Room 
which contains the patch panel.  Part four is the vertical position of the patch 
panel in the cabinet or rack.  On the Harmonica above/below each port shall 
read the respective patch panel port number.  Lettering should be between 
¼-inch and ½-inch in size. 

 
 

Work Area Outlet “Harmonica” labeling scheme. 
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1.23.19. All Work Area Outlet “Biscuits” shall be labeled in two places - at the 
top/side of the Biscuit, and above/below each port.  The label at the top/side 
of the Biscuit shall be composed of one line of text made up of four parts.  
Part one is the locator.  Examples of a locator include room no., office no., 
cubicle no., floor no., roof, etc.  Part two is the IT Room no. of the other end 
of the cable.  Part three is the cabinet or rack no. in the IT Room which 
contains the patch panel.  Part four is the vertical position of the patch panel 
in the cabinet or rack.  On the Biscuit above/below each port shall read the 
respective patch panel port number.  Lettering should be between ¼-inch and 
½-inch in size. 

 
 

Work Area Outlet “Biscuit” labeling scheme. 
 

1.23.20. All CAT 6/6A Jumpers (patch cords) shall be labeled at each end.  Line 1 is 
composed of four parts.  Part one reads “To:”.  Part two reads the cabinet or 
rack number where the patch panel is located.  Parts three and four are 
combined to read the vertical location of the patch panel in the cabinet and 
the port number which the jumper is plugged into.  Line 2 is composed of four 
parts.  Part one reads “From:”.  Part two read the cabinet or rack of the 
network switch.  Part three reads the switch type and model number.  Part 
four reads the network switch port no. 
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CAT 6/6A labeling scheme. 
 

1.23.21. All network switches shall be labeled on both the from and back of the switch.  
The network switch label is composed of nine parts as follows: 

• Part 1:  Airport where the switch is, e.g. L - LAX, O - ONT, V - VNY 
• Part 2:  Building identification, e.g. AW - Admin West 
• Part 3:  IT Room number, e.g. 3C4-14 
• Part 4:  Cabinet or rack number in the IT Room (if applicable) 
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• Part 5:  Switch function, e.g.  AS-Access switch, DS-Distribution switch 
• Part 6:  Network switch manufacturer, e.g. C - Cisco 
• Part 7:  Network Switch model number, e.g. 3850 
• Part 8:  Number of ports on the network switch, e.g. 48 
• Part 9:  The last octet of the IP Address, e.g. 021 

 
 

 
 

 Network Switch labeling scheme. 
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1.23.22. All Maintenance Hole (manhole) covers shall be labeled to read “COMM”.  
Lettering shall be welded on the outside covers with a minimum of 2-inch 
letters. 

 

 
 

Manhole cover labeling scheme. 
 

1.23.23. All Hand Hole covers shall be labeled to read “COMM”.  Lettering shall be 
welded on the manhole covers with a minimum of 2-inch letters. 

 

 
 

Hand Hole cover labeling scheme. 
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1.24. DESIGN/AS-BUILT DOCUMENTATION 

1.24.1. Designer must submit 30%, 60%, 90%, & 100% DWG and PDF electronic 
design files for LAWA’s review and approval.  Designer is to work with LAWA 
staff to use the Box file hosting service to make files available for LAWA. A 
complete As-Built documentation package is every piece of documentation 
necessary to understand, locate, operate, maintain, and troubleshoot a 
system and its connecting infrastructure is required.  Refer to the As-Built 
Samples Section. 

1.24.2. As-Built drawings shall be submitted in hard copy and Autodesk Map3D 
format (provided to LAWA via Box.com account). 

1.24.3. As-Built drawing packages shall have a master drawing index with key plans 
to reference all geographic areas. 

1.24.4. As-Built Documentation shall include the following: 

• Site plan 
• Floor plans 
• Shop drawings 
• Elevation drawings 
• Riser drawings 
• Maintenance Hole Butterfly Maps 
• Plan Views 
• System singleline diagrams 
• Point-to-point Interconnect diagrams 
• Isometric drawings 
• Photographs in digital format with metadata (Metadata includes system 

type - power/HVAC/network, etc., GIS coordinates, text description of 
what is being shown, etc.) 

• As-built prints of the conduit installation with routing 
• Final acceptance test data sheet 
• Updated Material List with quantities, model numbers and serial numbers 
• Equipment Specification Sheets 
• Test reports 
• Excel spreadsheets 
• MS Project schedules 
• Manufacturer manuals/data sheets/submittals for equipment and 

materials used 
• Manufacturer representatives and telephone numbers 
• Operation manuals 

 
1.24.5. All projects shall provide As-Built documentation pertaining to each project as 

per the diagram below - as the documentation specifically pertains to the 
project. 
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1.24.6. Drawings shall follow LAWA’s CAD standards – found on the www.lawa.org 
website at Airport Engineering > LAX > LAWA CAD Standards.   

1.24.7. All submittals shall be in both hard copy and AutoCAD Map 3D DWG format, 
including all external references. 

1.24.8. LAWA shall have the right and ability to manipulate all drawings. 

1.24.9. Drawings shall not be password protected unless directed by LAWA. 

1.24.10. LAWA shall received all passwords for LAWA-directed protected 
documentation. 

1.24.11. As-Builts shall be “stamped” as As-Built in large bold ½-inch letters. 

1.24.12. All IT Rooms shall have an elevation drawing of each wall.  Room locations 
shall be depicted in plan view with expanded details shown by part plan at a 
scale no less than 1/4" = 1' – 0".   

 
 

http://www.lawa.org/
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An organized matrix of the types of required as-built drawings. 
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1.25. AS-BUILT DOCUMENTATION > SAMPLES 

 
         Sample title block. 
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         Sample site plan. 

 

 
Sample site plan. 
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Sample demolition plan. 
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         Sample floor plan and enlargement. 
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Sample Reflected ceiling diagram showing light fixture placement. 
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         Sample IT Room interior wall elevation diagrams. 
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Sample equipment cabinet elevation diagrams. 
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Sample main distribution frame diagram. 
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Sample conduit and junction box pathway diagram. 
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Sample horizontal distribution diagram. 
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Sample copper backbone riser diagram. 
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Sample fiber optic backbone riser diagram. 
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Sample Video wall wiring (interconnect) diagram. 
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Sample AS-BUILT wiring (interconnect) System diagram. 
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Sample System singleline diagram. 
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Sample Infrastructure singleline diagrams. 
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Sample analog Paging System singleline diagram. 
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Sample digital Paging System singleline diagram. 
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Sample video wall layout diagram. 

 
 
 

 
 

Sample CATV monitor installation layout diagram. 
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Sample single video monitor installation detail diagram. 

 

`  
Sample triple video monitor installation detail diagram. 
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Sample OTDR fiber test tracing. 
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Sample CAT 6 horizontal cable permanent link test diagram. 
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Sample WireCAD cable backbone spreadsheet. 
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Sample WireCAD circuit diagram spreadsheet. 
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Sample Bill of Materials spreadsheet. 
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1.26. SENSITIVE SECURITY INFORMATION (SSI) 

1.26.1. LAWA IT infrastructure documentation is considered as Sensitive Security 
Information (SSI). 

1.26.2. SSI documentation shall have “Sensitive Security Information” listed in red 
letters on the top right hand corner and right margin as shown in the following 
titleblock.  See Appendices for Federal Code of Regulations. 

 
A sample Sensitive Security Information drawing Titleblock. 
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1.27. WIRECAD CABLE MANAGEMENT SYSTEM 

1.27.1. WireCAD is used as LAWA’s IT infrastructure cable management system.  
Designers need to specify that contractors obtain the required data in the 
specific format.   

1.27.2. Contractor shall be required to use the WireCAD system spreadsheets for all 
fiber and copper backbone segments and circuits. 

1.27.3. All associated costs shall be borne by the contractor. 

 
 

1.27.4. All backbone segments for fiber and copper cable information shall be 
entered into a WireCAD backbone spreadsheet.  Contractor shall obtain the 
most recent spreadsheet from LAWA.   

1.27.5. All backbone fiber and copper circuit information shall be entered into a 
WireCAD circuit spreadsheet.  Contractor shall obtain the most recent 
spreadsheet from LAWA.   

1.27.6. All backbone segment and circuit spreadsheets shall be verified by Holbrook 
Enterprises Inc. (HEI) for importability.  Contractor shall bear all costs 
associated with WireCAD importability verification. 
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A sample of a LAWA-required WireCAD Backbone Segment spreadsheet. 
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A sample of a LAWA-required WireCAD Circuit spreadsheet. 
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1.28. ACCEPTANCE TESTING & COMMISSIONING 

1.28.1. All IT Infrastructure shall have a final acceptance test plan reviewed and 
approved by LAWA.   

1.28.2. All Acceptance Test Plan(s) shall include objectives, procedures, a list of 
infrastructure and/or equipment to be tested, proposed test equipment used, 
expected results, test result worksheet, testing schedule, and required LAWA 
resources.   

 
A Graphic summary of the major steps to final acceptance. 
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1.28.3. Inspection is a mandatory minimum two-step process.   The first step requires 
completion of the IT Infrastructure Pre-acceptance Inspection Checklist 
shown below.  A punch list is created and corrections are made.  Then the 
second step of re-inspection occurs.  This continues until all punch list items 
are remedied to LAWA’s requirements. 

 
IT Infrastructure Pre-Acceptance Checklist – Page 1 of 7. 
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IT Infrastructure Pre-Acceptance Checklist – Page 2 of 7. 
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IT Infrastructure Pre-Acceptance Checklist – Page 3 of 7. 
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IT Infrastructure Pre-Acceptance Checklist – Page 4 of 7. 
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IT Infrastructure Pre-Acceptance Checklist – Page 5 of 7. 
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IT Infrastructure Pre-Acceptance Checklist – Page 6 of 7. 
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IT Infrastructure Pre-Acceptance Checklist – Page 7 of 7. 
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1.28.4. Final acceptance test plans shall be reviewed and approved by LAWA.  
LAWA will be the sole determinant of the acceptability of the test plan and 
any disputes arising from discrepancies found in test plan data.   

1.28.5. LAWA reserves the right to review, witness, and validate the execution of all 
formal test procedures.   

1.28.6. LAWA reserves the right to designate third parties to review, witness, and 
validate the execution of all formal test procedures.   

1.28.7. Contractor shall submit test results in PDF form submitted to LAWA for 
review and comment within 3 days of completion of the individual test.   

1.28.8. Contractor shall supply the names and credentials of persons who performed 
the test.   

1.28.9. Contractor shall correct all discrepancies or problems discovered during 
testing at no cost to LAWA.   

1.28.10. If the newly-installed IT Infrastructure does not perform satisfactorily, the 
Contractor shall make corrections and modifications at Contractor’s cost and 
then schedule a new test with LAWA.   

1.28.11. Performance of Infrastructure shall equal or exceed criteria stated in 
individual Specification sections.   

1.28.12. Field Testing of all cabling and connectors shall comply with and be tested to 
ANSI/TIA Standards.   

1.28.13. Final Acceptance shall be considered complete when the IT Infrastructure 
has been demonstrated to perform in accordance with Standards, as 
demonstrated by: 

• Completion of the installation 
• Remediation of punch list items 
• Completion of all in-progress and final inspections 
• Receipt of all tests in PDF format 
• Contractor-provided data input of all spreadsheets 
• HEI Enterprises’ confirmed accuracy and importability of the WireCAD 

data 
• Receipt of major Deliverables 
• Site Cleaning/Rubbish Removal  
• As-Built Drawings/ Plans Submittal  
• AutoCAD Electronic As-Built Files Submitted  
• Equipment/ Material List Submittal  
• O & M User Manuals Submittal  
• Key Transfer 
• Passwords Transferred 
• Licenses Transferred  
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• O & M Training  
• Users Training  
• Contractors' Contact List for Warranty issues 
• Product Warranties  
• Systems Warranties 
• Lessons Learned 
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1.29. TRAINING 

1.29.1. Contractors shall provide the following training and training documentation for 
new and upgraded systems. 

• Operations manuals 
• Technical Staff training by Contractor and/or 3rd party 
• User’s manuals 
• User Staff training 
• Equipment training 
• Application training 
• Application configuration Booklets 
• Confined space training where applicable 
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1.30. WARRANTIES 

1.30.1. Contractors shall warrant that:   

• IT Infrastructure materials and workmanship shall meet or exceed LAWA 
and industry standards and be fully guaranteed for a minimum of one (1) 
year from Final Acceptance unless specified otherwise. 

• Structured Cabling Solutions shall have a minimum of twenty (20) years 
manufacturer warranty. 

• All copper and fiber approved cabling and components meet or exceed 
the specifications of ANSI/TIA/EIA Standards. 

 

 
A sample of an installed fiber optic cabling warranty. 
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A sample of an installed Structured Cabling System warranty. 
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1.31. PROJECT CLOSEOUT 

1.31.1. All LAWA projects with IT components shall go through a project closeout 
process that includes verification of all items specified on the Project 
Closeout Checklist shown below. 

 
IT Infrastructure Project Closeout Checklist. 
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2.   APPENDICES 

2.1. APPENDIX A - GLOSSARY 

AC    Alternating Currents 
ACAMS   Access Control And Monitoring System 
ACM’s   Asbestos Containing Materials 
ACR    Attenuation To Crosstalk Ratio 
ACR-N   Attenuation To Crosstalk Ratio Radio Near-End 
ADA    Americans with Disabilities Act 
AFF   Above Finished Floor 
AHJ    Authority Having Jurisdiction 
AIA    American Institute of Architects 
ANSI    American National Standards Institute 
AOA   Airfield Operations Area 
AP    Access Point 
APC    American Power Conversion 
ASTM    American Society for Testing and Materials 
ATS    Automatic Transfer Switch 
AVE. PS ANEXT  Average Power Sum Alien Near-End Crosstalk 
AVE. PS AACR-F Average Power Sum Alien Attenuation to Crosswalk Ratio 

Far-End 
AWG    American Wire Gauge 
BAS    Building Automation System 
BD   Backbone Distribution 
BICSI    Building Industry Consulting Service International 
BNC    Bayonet Navel Connector 
BOAC    Board of Airport Commissioners 
BTU   British Thermal Unit 
CAD    Computer Aided Dispatch 
CADD    Computer Aided design and Drafting 
CAT   Category e.g. CAT6 
CATV    Cable Television 
CCTV   Closed Circuit Television 
CMS   Cable Management Software 
CO    Central Office 
COAX    Coaxial Cable 
CP   Consolidation Point 
CPE   Customer Premise Equipment 
CPP   Copper Patch Panel 
DAS    Distributed Antenna System 
DS1/T-1   Digital Signal 1, Trunk level 1 
dB    Decibel 
DC   Data Center 
DEMARC  Demarcation 
EF    Entrance Facility 
EIA    Electronic Industries Alliance 
ELFEXT   Equal Level Far-End Crosstalk 
ELTCTL  Equal Level Transverse Conversion Transfer Loss 
EMI    Electromagnetic Interference 
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EMT    Electrical Metallic Tubing 
ENT    Electrical Non-Metallic Tubing 
FEXT    Far-End Crosstalk 
FIS   Federal Inspection Services 
FLS    Fire Life Safety 
FLSS    Fire Life Safety System 
FPP   Fiber Patch Panel 
FR-S   Fire Retardant Stamp 
FOTS    Fiber Optics Transceiver 
GRC    Galvanized Rigid Conduit 
HD    Horizontal Distribution 
HDPE    High Density Polyethylene 
HH   Hand Holes 
HVAC    Heating, Ventilation, and Air Conditioning 
IEEE    Institute of Electrical and Electronics Engineers 
IDF   Intermediate Distribution Frame 
HDPE   High-Density Polyethylene 
IMTG   Information Management and Technology Group 
IP    Internet Protocol 
ISO    International Organization for Standardization 
ISP    Inside Plant 
IT    Information Technology 
IT Room  TR Room 
Kva   1,000 Volt Amps 
L&S   Locations & Spaces 
LABC   Los Angeles Building Code 
LADBS  Los Angeles Department of Building & Safety 
LAN    Local Area Network 
LC-UPC  _____ Ultimate Physical Contact 
LAWA   Los Angeles World Airports 
LFMC    Liquid-Tight Flexible Steel 
MC   Media Converter 
MDF    Main Distribution Frame 
MEP   Mechanical, Electrical, and Plumbing 
MH    Manhole, Maintenance hole 
MHz    Megahertz 
MMF   Multimode Fiber 
MPOE    Minimum Point Of Entrance 
MUTOA   Multi-User Telecommunications Outlet Assembly 
OFMP   Optical Fiber Non-conductive Plenum 
OSP    Outside Plant 
NEC    National Electrical Code® 
NEMA    National Electrical Manufacturers Association 
NESC    National Electrical Safety Code® 
NEXT    Near-end crosstalk 
NFPA    National Fire Protection Association 
NIC    Network Interface Card 
NID    Network Interface Device 
nm   Nanometers 
OSHA    Occupational Safety and Health Administration 
OSP    Outside Plant 
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OTDR    Optical Time Domain Reflectometer 
PA    Public Address System 
PB    Pull Box 
PDU    Power Distribution Unit 
PE   Premise Equipment 
PON    Passive Optical Network 
PPE    Personal Protective Equipment 
PS AACR-F  Power Sum Alien Attenuation to Crosswalk Ratio Far-End 
PS ACR-N  Power Sum Attenuation to Crosswalk Ratio Far-End 
PS ANEXT   Power Sum Alien Near-End Crosstalk 
PS EL FEXT   Power Sum Equal Level Far-End Crosstalk 
PS NEXT   Power Sum Near-End Crosstalk 
PVC    Polyvinyl Chloride 
QoS    Quality of Service 
RCDD    Registered Communications Distribution Designer 
RCV   Receive 
RFB   Request For Bid 
RFI    Radio Frequency Interference 
RFB   Request For Bid 
RFP    Request For Proposal 
RJ    Registered Jack 
RSSI    Received Signal Strength Indicator 
RU   Rack Unit 
RX   Receive 
SMF   Singlemode Fiber 
SNMP    Simple Network Management Protocol 
SOP    Standards of Practice 
SP    Service Provider 
STI    Specified Technologies Inc. 
STP    Shielded twisted-pair 
T-1/DS1   Trunk level 1, Digital Signal 1 
TCL    Transverse Conversion Loss 
TCWC’s   Tenant Common-Use Wiring Closets 
TDMM   Telecommunications Distribution Methods Manual 
TDR   Time Domain Reflectometer 
TE    Telecommunications Enclosure 
TEBC    Telecommunications Equipment Bonding Conductor 
TGB    Telecommunications Grounding Busbar 
TIA    Telecommunications Industry Association 
TMGB    Telecommunications Main Grounding Busbar 
TP    Transition Point 
TR    Telecommunications Room 
TWC   Tenant Wiring Closet 
TTY    Teletypewriter 
TX    Transmit 
UG    Underground 
UL    Underwriters Laboratories 
UPS    Uninterruptible Power Supply 
UTP    Unshielded Twisted Pair 
USR    Ulititly Shutdown Request 
VoIP    Voice over Internet Protocol 
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VRLA   Valve-regulated Lead-acid 
XMT   Transmit 
WAO    Work Area Outlet 
WAN    Wide Area Network 
WDM    Wavelength Division Multiplexer 
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2.2. APPENDIX B - INFORMATION DISCLOSURE POLICY REFERENCE 
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2.3. APPENDIX C - NON-DISCLOSURE CONTRACTOR REFERENCE 
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2.4. APPENDIX D - NON-DISCLOSURE INDIVIDUAL REFERENCE 
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2.5. APPENDIX E - SSI SECURITY INFORMATION REFERENCE 

2.5.1. Code of Federal Regulations 49 CFR Part 15 

TITLE 49--TRANSPORTATION 
Subtitle A--Office of the Secretary of Transportation 
PART 15. PROTECTION OF SENSITIVE SECURITY INFORMATION 

Sec. 
15.1 Scope. 
15.3 Terms used in this part. 
15.5 Sensitive security information. 
15.7 Covered persons. 
15.9 Restrictions on the disclosure of SSI. 
15.11 Persons with a need to know. 
15.13 Marking SSI. 
15.15 SSI disclosed by DOT. 
15.17 Consequences of unauthorized disclosure of SSI. 
15.19 Destruction of SSI. 

Sec. 15.1 Scope. 

(a) Applicability. This part governs the maintenance, safeguarding, and disclosure of 
records and information that the Secretary of DOT has determined to be Sensitive 
Security Information, as defined in Sec. 15.5. This part does not apply to the 
maintenance, safeguarding, or disclosure of classified national security information, as 
defined by Executive Order 12968, or to other sensitive unclassified information that is 
not SSI, but that nonetheless may be exempt from public disclosure under the Freedom 
of Information Act. In addition, in the case of information that has been designated as 
critical infrastructure information under section 214 of the Homeland Security Act, the 
receipt, maintenance, or disclosure of such information by a Federal agency or employee 
is governed by section 214 and any implementing regulations, not by this part. 

(b) Delegation. The authority of the Secretary under this part may be further delegated 
within DOT. 

Sec. 15.3 Terms used in this part. 

In addition to the terms in Sec. 15.3 of this chapter, the following terms apply in this part: 

Administrator means the Under Secretary of Transportation for Security referred to in 49 
U.S.C. 114(b), or his or her designee. 

Coast Guard means the United States Coast Guard. 

Covered person means any organization, entity, individual, or other person described in 
Sec. 15.7. In the case of an individual, covered person includes any individual applying 
for employment in a position that would be a covered person, or in training for such a 
position, regardless of whether that individual is receiving a wage, salary, or other form of 
payment. Covered person includes a person applying for certification or other form of 
approval that, if granted, would make the person a covered person described in Sec. 
15.7. 

http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#151#151
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#153#153
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#155#155
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#157#157
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#159#159
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#1511#1511
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#1513#1513
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#1515#1515
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#1517#1517
http://www.fhwa.dot.gov/legsregs/directives/orders/ssi/ssiregulations.htm#1519#1519
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DHS means the Department of Homeland Security and any directorate, bureau, or other 
component within the Department of Homeland Security, including the United States 
Coast Guard. 

DOT means the Department of Transportation and any operating administration, entity, or 
office within the Department of Transportation, including the Saint Lawrence Seaway 
Development Corporation and the Bureau of Transportation Statistics. 

Federal Flight Deck Officer means a pilot participating in the Federal Flight Deck Officer 
Program under 49 U.S.C. 44921 and implementing regulations. 

Maritime facility means any facility as defined in 33 CFR part 101. 

Record includes any means by which information is preserved, irrespective of format, 
including a book, paper, drawing, map, recording, tape, film, photograph, machine-
readable material, and any information stored in an electronic format. The term record 
also includes any draft, proposed, or recommended change to any record. 

Security contingency plan means a plan detailing response procedures to address a 
transportation security incident, threat assessment, or specific threat against 
transportation, including details of preparation, response, mitigation, recovery, and 
reconstitution procedures, continuity of government, continuity of transportation 
operations, and crisis management. 

Security program means a program or plan and any amendments developed for the 
security of the following, including any comments, instructions, or implementing guidance: 

(1) An airport, aircraft, or aviation cargo operation; 

(2) A maritime facility, vessel, or port area; or 

 (3) A transportation-related automated system or network for information processing, 
control, and communications. 

Security screening means evaluating a person or property to determine whether either 
poses a threat to security. 

SSI means sensitive security information, as described in Sec. 15.5. 

Threat image projection system means an evaluation tool that involves periodic 
presentation of fictional threat images to operators and is used in connection with x-ray or 
explosives detection systems equipment. 

TSA means the Transportation Security Administration. 

Vulnerability assessment means any review, audit, or other examination of the security of 
a transportation infrastructure asset; airport; maritime facility, port area, vessel, aircraft, 
train, commercial motor vehicle, or pipeline, or a transportation-related automated system 
or network, to determine its vulnerability to unlawful interference, whether during the 
conception, planning, design, construction, operation, or decommissioning phase. A 
vulnerability assessment may include proposed, recommended, or directed actions or 
countermeasures to address security concerns. 
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Sec. 15.5 Sensitive security information. 

(a) In general. In accordance with 49 U.S.C. 40119(b)(1), SSI is information obtained or 
developed in the conduct of security activities, including research and development, the 
disclosure of which the Secretary of DOT has determined would-- 

(1) Constitute an unwarranted invasion of privacy (including, but not limited to, 
information contained in any personnel, medical, or similar file); 

(2) Reveal trade secrets or privileged or confidential information obtained from any 
person; or 

(3) Be detrimental to transportation safety. 

(b) Information constituting SSI. Except as otherwise provided in writing by the Secretary 
of DOT in the interest of public safety or in furtherance of transportation security, the 
following information, and records containing such information, constitute SSI: 

(1) Security programs and contingency plans. Any security program or security 
contingency plan issued, established, required, received, or approved by DOT or DHS, 
including-- 

(i) Any aircraft operator or airport operator security program or security contingency plan 
under this chapter; 

 (ii) Any vessel, maritime facility, or port area security plan required or directed under 
Federal law; 

(iii) Any national or area security plan prepared under 46 U.S.C. 70103; and 

(iv) Any security incident response plan established under 46 U.S.C. 70104. 

(2) Security Directives. Any Security Directive or order-- 

(i) Issued by TSA under 49 CFR 1542.303, 1544.305, or other authority; 

(ii) Issued by the Coast Guard under the Maritime Transportation Security Act, 33 CFR 
part 6, or 33 U.S.C. 1221 et seq. related to maritime security; or 

(iii) Any comments, instructions, and implementing guidance pertaining thereto. 

(3) Information Circulars. Any notice issued by DHS or DOT regarding a threat to aviation 
or maritime transportation, including any-- 

(i) Information Circular issued by TSA under 49 CFR 1542.303 or 1544.305, or other 
authority; and 

(ii) Navigation or Vessel Inspection Circular issued by the Coast Guard related to 
maritime security. 

(4) Performance specifications. Any performance specification and any description of a 
test object or test procedure, for-- 
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(i) Any device used by the Federal government or any other person pursuant to any 
aviation or maritime transportation security requirements of Federal law for the detection 
of any weapon, explosive, incendiary, or destructive device or substance; and 

(ii) Any communications equipment used by the Federal government or any other person 
in carrying out or complying with any aviation or maritime transportation security 
requirements of Federal law. 

(5) Vulnerability assessments. Any vulnerability assessment directed, created, held, 
funded, or approved by the DOT, DHS, or that will be provided to DOT or DHS in support 
of a Federal security program. 

(6) Security inspection or investigative information. (i) Details of any security inspection or 
investigation of an alleged violation of aviation or maritime transportation security 
requirements of Federal law that could reveal a security vulnerability, including the 
identity of the Federal special agent or other Federal employee who conducted the 
inspection or audit. 

(ii) In the case of inspections or investigations performed by TSA, this includes the 
following information as to events that occurred within 12 months of the date of release of 
the information: the name of the airport where a violation occurred, the airport identifier in 
the case number, a description of the violation, the regulation allegedly violated, and the 
identity of any aircraft operator in connection with specific locations or specific security 
procedures. Such information  

will be released after the relevant 12-month period, except that TSA will not release the 
specific gate or other location on an airport where an event occurred, regardless of the 
amount of time that has passed since its occurrence. During the period within 12 months 
of the date of release of the information, TSA may release summaries of an aircraft 
operator's, but not an airport operator's, total security violations in a specified time range 
without identifying specific violations or locations. Summaries may include total 
enforcement actions, total proposed civil penalty amounts, number of cases opened, 
number of cases referred to TSA or FAA counsel for legal enforcement action, and 
number of cases closed. 

(7) Threat information. Any information held by the Federal government concerning 
threats against transportation or transportation systems and sources and methods used 
to gather or develop threat information, including threats against cyber infrastructure. 

(8) Security measures. Specific details of aviation or maritime transportation security 
measures, both operational and technical, whether applied directly by the Federal 
government or another person, including-- 

(i) Security measures or protocols recommended by the Federal government; 

(ii) Information concerning the deployments, numbers, and operations of Coast Guard 
personnel engaged in maritime security duties and Federal Air Marshals, to the extent it 
is not classified national security information; and 

(iii) Information concerning the deployments and operations of Federal Flight Deck 
Officers, and numbers of Federal Flight Deck Officers aggregated by aircraft operator. 

(9) Security screening information. The following information regarding security screening 
under aviation or maritime transportation security requirements of Federal law: 
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(i) Any procedures, including selection criteria and any comments, instructions, and 
implementing guidance pertaining thereto, for screening of persons, accessible property, 
checked baggage, U.S. mail, stores, and cargo, that is conducted by the Federal 
government or any other authorized person. 

(ii) Information and sources of information used by a passenger or property screening 
program or system, including an automated screening system. 

(iii) Detailed information about the locations at which particular screening methods or 
equipment are used, only if determined by TSA to be SSI. 

(iv) Any security screener test and scores of such tests. 

(v) Performance or testing data from security equipment or screening systems. 

(vi) Any electronic image shown on any screening equipment monitor, including threat 
images and descriptions of threat images for threat image projection systems. 

(10) Security training materials. Records created or obtained for the purpose of training 
persons employed by, contracted with, or acting for the Federal government or another 
person to carry out  

any aviation or maritime transportation security measures required or recommended by 
DHS or DOT. 

(11) Identifying information of certain transportation security personnel. (i) Lists of the 
names or other identifying information that identify persons as-- 

(A) Having unescorted access to a secure area of an airport or a secure or restricted area 
of a maritime facility, port area, or vessel or; 

(B) Holding a position as a security screener employed by or under contract with the 
Federal government pursuant to aviation or maritime transportation security requirements 
of Federal law, where such lists are aggregated by airport; 

(C) Holding a position with the Coast Guard responsible for conducting vulnerability 
assessments, security boardings, or engaged in operations to enforce maritime security 
requirements or conduct force protection; 

(D) Holding a position as a Federal Air Marshal; or 

(ii) The name or other identifying information that identifies a person as a current, former, 
or applicant for Federal Flight Deck Officer. 

(12) Critical aviation or maritime infrastructure asset information. Any list identifying 
systems or assets, whether physical or virtual, so vital to the aviation or maritime 
transportation system that the incapacity or destruction of such assets would have a 
debilitating impact on transportation security, if the list is-- 

(i) Prepared by DHS or DOT; or 

(ii) Prepared by a State or local government agency and submitted by the agency to DHS 
or DOT. 
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(13) Systems security information. Any information involving the security of operational or 
administrative data systems operated by the Federal government that have been 
identified by the DOT or DHS as critical to aviation or maritime transportation safety or 
security, including automated information security procedures and systems, security 
inspections, and vulnerability information concerning those systems. 

(14) Confidential business information. (i) Solicited or unsolicited proposals received by 
DHS or DOT, and negotiations arising therefrom, to perform work pursuant to a grant, 
contract, cooperative agreement, or other transaction, but only to the extent that the 
subject matter of the proposal relates to aviation or maritime transportation security 
measures; 

(ii) Trade secret information, including information required or requested by regulation or 
Security Directive, obtained by DHS or DOT in carrying out aviation or maritime 
transportation security responsibilities; and 

 (iii) Commercial or financial information, including information required or requested by 
regulation or Security Directive, obtained by DHS or DOT in carrying out aviation or 
maritime transportation security responsibilities, but only if the source of the information 
does not customarily disclose it to the public. 

(15) Research and development. Information obtained or developed in the conduct of 
research related to aviation or maritime transportation security activities, where such 
research is approved, accepted, funded, recommended, or directed by the DHS or DOT, 
including research results. 

(16) Other information. Any information not otherwise described in this section that TSA 
determines is SSI under 49 U.S.C. 114(s) or that the Secretary of DOT determines is SSI 
under 49 U.S.C. 40119. Upon the request of another Federal agency, the Secretary of 
DOT may designate as SSI information not otherwise described in this section. 

(c) Loss of SSI designation. The Secretary of DOT may determine in writing that 
information or records described in paragraph (b) of this section do not constitute SSI 
because they no longer meet the criteria set forth in paragraph (a) of this section. 

Sec. 15.7 Covered persons. 

Persons subject to the requirements of part 15 are: 

(a) Each airport operator and aircraft operator subject to the requirements of Subchapter 
C of this title. 

(b) Each indirect air carrier, as defined in 49 CFR 1540.5. 

(c) Each owner, charterer, or operator of a vessel, including foreign vessel owners, 
charterers, and operators, required to have a security plan under Federal or International 
law. 

(d) Each owner or operator of a maritime facility required to have a security plan under 
the Maritime Transportation Security Act, (Pub. L. 107-295), 46 U.S.C. 70101 et seq., 33 
CFR part 6, or 33 U.S.C. 1221 et seq. 

(e) Each person performing the function of a computer reservation system or global 
distribution system for airline passenger information. 
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(f) Each person participating in a national or area security committee established under 
46 U.S.C. 70112, or a port security committee. 

(g) Each industry trade association that represents covered persons and has entered into 
a non-disclosure agreement with the DHS or DOT. 

(h) DHS and DOT. 

(i) Each person conducting research and development activities that relate to aviation or 
maritime transportation security and are approved, accepted, funded, recommended, or 
directed by DHS or DOT. 

 (j) Each person who has access to SSI, as specified in Sec. 15.11. 

(k) Each person employed by, contracted to, or acting for a covered person, including a 
grantee of DHS or DOT, and including a person formerly in such position. 

(l) Each person for which a vulnerability assessment has been directed, created, held, 
funded, or approved by the DOT, DHS, or that has prepared a vulnerability assessment 
that will be provided to DOT or DHS in support of a Federal security program. 

(m) Each person receiving SSI under Sec. 1520.15(d) or (e). 

Sec. 15.9 Restrictions on the disclosure of SSI. 

(a) Duty to protect information. A covered person must-- 

(1) Take reasonable steps to safeguard SSI in that person's possession or control from 
unauthorized disclosure. When a person is not in physical possession of SSI, the person 
must store it a secure container, such as a locked desk or file cabinet or in a locked 
room. 

(2) Disclose, or otherwise provide access to, SSI only to covered persons who have a 
need to know, unless otherwise authorized in writing by TSA, the Coast Guard, or the 
Secretary of DOT. 

(3) Refer requests by other persons for SSI to TSA or the applicable component or 
agency within DOT or DHS. 

(4) Mark SSI as specified in Sec. 15.13. 

(5) Dispose of SSI as specified in Sec. 15.19. 

(b) Unmarked SSI. If a covered person receives a record containing SSI that is not 
marked as specified in Sec. 1520.13, the covered person must-- 

(1) Mark the record as specified in Sec. 15.13; and 

(2) Inform the sender of the record that the record must be marked as specified in Sec. 
15.13. 
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(c) Duty to report unauthorized disclosure. When a covered person becomes aware that 
SSI has been released to unauthorized persons, the covered person must promptly 
inform TSA or the applicable DOT or DHS component or agency. 

(d) Additional requirements for critical infrastructure information. In the case of 
information that is both SSI and has been designated as critical infrastructure information 
under section 214 of the  

Homeland Security Act, any covered person who is a Federal employee in possession of 
such information must comply with the disclosure restrictions and other requirements 
applicable to such information under section 214 and any implementing regulations. 

Sec. 15.11 Persons with a need to know. 

(a) In general. A person has a need to know SSI in each of the following circumstances: 

(1) When the person requires access to specific SSI to carry out transportation security 
activities approved, accepted, funded, recommended, or directed by DHS or DOT. 

(2) When the person is in training to carry out transportation security activities approved, 
accepted, funded, recommended, or directed by DHS or DOT. 

(3) When the information is necessary for the person to supervise or otherwise manage 
individuals carrying out transportation security activities approved, accepted, funded, 
recommended, or directed by the DHS or DOT. 

(4) When the person needs the information to provide technical or legal advice to a 
covered person regarding transportation security requirements of Federal law. 

(5) When the person needs the information to represent a covered person in connection 
with any judicial or administrative proceeding regarding those requirements. 

(b) Federal employees, contractors, and grantees. (1) A Federal employee has a need to 
know SSI if access to the information is necessary for performance of the employee's 
official duties. 

(2) A person acting in the performance of a contract with or grant from DHS or DOT has a 
need to know SSI if access to the information is necessary to performance of the contract 
or grant. 

(c) Background check. The Secretary of DOT may make an individual's access to the SSI 
contingent upon satisfactory completion of a security background check and the 
imposition of procedures and requirements for safeguarding SSI that are satisfactory to 
the Secretary. 

(d) Need to know further limited by the DHS or DOT. For some specific SSI, DHS or DOT 
may make a finding that only specific persons or classes of persons have a need to 
know. 
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Sec. 15.13 Marking SSI. 

(a) Marking of paper records. In the case of paper records containing SSI, a covered 
person must mark the record by placing the protective marking conspicuously on the top, 
and the distribution limitation statement on the bottom, of-- 

(1) The outside of any front and back cover, including a binder cover or folder, if the 
document has a front and back cover; 

(2) Any title page; and 

 (3) Each page of the document. 

(b) Protective marking. The protective marking is: SENSITIVE SECURITY 
INFORMATION. 

(c) Distribution limitation statement. The distribution limitation statement is: 

WARNING: This record contains Sensitive Security Information that is controlled under 
49 CFR parts 15 and 1520. No part of this record may be disclosed to persons without a 
"need to know", as defined in 49 CFR parts 15 and 1520, except with the written 
permission of the Administrator of the Transportation Security Administration or the 
Secretary of Transportation. Unauthorized release may result in civil penalty or other 
action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and 
49 CFR parts 15 and 1520. 

(d) Other types of records. In the case of non-paper records that contain SSI, including 
motion picture films, videotape recordings, audio recording, and electronic and magnetic 
records, a covered person must clearly and conspicuously mark the records with the 
protective marking and the distribution limitation statement such that the viewer or 
listener is reasonably likely to see or hear them when obtaining access to the contents of 
the record. 

Sec. 15.15 SSI disclosed by DOT. 

(a) In general. Except as otherwise provided in this section, and notwithstanding the 
Freedom of Information Act (5 U.S.C. 552), the Privacy Act (5 U.S.C. 552a), and other 
laws, records containing SSI are not available for public inspection or copying, nor does 
DOT release such records to persons without a need to know. 

(b) Disclosure under the Freedom of Information Act and the Privacy Act. If a record 
contains both SSI and information that is not SSI, DOT, on a proper Freedom of 
Information Act or Privacy Act request, may disclose the record with the SSI redacted, 
provided the record is not otherwise exempt from disclosure under the Freedom of 
Information Act or Privacy Act. 

(c) Disclosures to committees of Congress and the General Accounting Office. Nothing in 
this part precludes DOT from disclosing SSI to a committee of Congress authorized to 
have the information or to the Comptroller General, or to any authorized representative of 
the Comptroller General. 

(d) Disclosure in enforcement proceedings. (1) In general. The Secretary of DOT may 
provide SSI to a person in the context of an administrative enforcement proceeding 
when, in the sole discretion of the Secretary, access to the SSI is necessary for the 
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person to prepare a response to allegations contained in a legal enforcement action 
document issued by DOT. 

(2) Security background check. Prior to providing SSI to a person under paragraph (d)(1) 
of this section, the Secretary of DOT may require the individual or, in the case of an 
entity, the individuals representing the entity, and their counsel, to undergo and satisfy, in 
the judgment of the Secretary of DOT, a security background check. 

(e) Other conditional disclosure. The Secretary of DOT may authorize a conditional 
disclosure of specific records or information that constitute SSI upon the written 
determination by the Secretary that disclosure of such records or information, subject to 
such limitations and restrictions as the Secretary may prescribe, would not be detrimental 
to transportation safety. 

 (f) Obligation to protect information. When an individual receives SSI pursuant to 
paragraph (d) or (e) of this section that individual becomes a covered person under Sec. 
15.7 and is subject to the obligations of a covered person under this part. 

(g) No release under FOIA. When DOT discloses SSI pursuant to paragraphs (b) through 
(e) of this section, DOT makes the disclosure for the sole purpose described in that 
paragraph. Such disclosure is not a public release of information under the Freedom of 
Information Act. 

(h) Disclosure of Critical Infrastructure Information. Disclosure of information that is both 
SSI and has been designated as critical infrastructure information under section 214 of 
the Homeland Security Act is governed solely by the requirements of section 214 and any 
implementing regulations. 

Sec. 15.17 Consequences of unauthorized disclosure of SSI. 

Violation of this part is grounds for a civil penalty and other enforcement or corrective 
action by DOT, and appropriate personnel actions for Federal employees. Corrective 
action may include issuance of an order requiring retrieval of SSI to remedy unauthorized 
disclosure or an order to cease future unauthorized disclosure. 

Sec. 15.19 Destruction of SSI. 

(a) DOT. Subject to the requirements of the Federal Records Act (5 U.S.C. 105), 
including the duty to preserve records containing documentation of a Federal agency's 
policies, decisions, and essential transactions, DOT destroys SSI when no longer needed 
to carry out the agency's function. 

(b) Other covered persons. (1) In general. A covered person must destroy SSI completely 
to preclude recognition or reconstruction of the information when the covered person no 
longer needs the SSI to carry out transportation security measures. 

(2) Exception. Paragraph (b)(1) of this section does not require a State or local 
government agency to destroy information that the agency is required to preserve under 
State or local law. 

FHWA Home | Legislation and Regulations | Feedback  
 

United States Department of Transportation - Federal Highway Administration 
 

http://www.fhwa.dot.gov/index.html
http://www.fhwa.dot.gov/legsregs/legislat.html
http://www.fhwa.dot.gov/feedback.html
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2.6. APPENDIX F - IT ROOM ACCESS POLICY REFERENCE 

POLICY STATEMENT  
 

2.6.1. Physical Security 

All personnel who access LAWA IT rooms shall protect IT resources from 
unauthorized use and malicious acts that could result in the loss of 
information and/or damage to IT system systems and supporting equipment. 
 
All IMTG facilities shall be physically secured with ACAMS card reader 
access. Additionally, the door-lock cylinders shall be secured with IMTG 
dedicated keys.  All facilities shall be monitored with closed-circuit 
surveillance cameras.  Existing facilities without these controls are to have 
them implemented within the next three years. 
 
Under no circumstance should any person enter an IMTG facility unless 
“authorized”, “incident-qualified”, “accompanied” or “escorted” (as defined 
below) regardless of whether a door is open or any other scenario exists 
which might permit physical entry. 

 
2.6.2. Levels of Access  

1. Authorized 
 
Only approved LAWA staff, contractors, and service providers whose 
responsibilities require that they perform ongoing functions within specific 
IMTG facilities will be provided constant and unescorted entry.  Such 
personnel will be considered “authorized” within this policy. 
 
“Authorized” status will last as long as there is a need, the LAWA I.D. badge 
is current, and the “authorized” person’s conduct is in good standing. 
 
“Authorized” access may also be also be granted on a temporary basis for 
personnel requiring short term access. 
 
2. Incident Qualified 
 
All Emergency Service personnel, such as police, fire, and emergency 
response services as-well-as any incident or emergency support personnel 
will be considered “incident qualified” for the purpose of responding to an 
incident or an emergency. 
 
Emergency services personnel will be provided access.  Access for support 
personnel will also be provided but limited to the duration of the emergency 
or incident. 
 
3. Accompanied/Escorted 
 
Any person who is other than “authorized” or “incident qualified” will be 
either “accompanied” or “escorted” by an authorized person.  An 
“accompanied” person is one who has a valid LAWA identification badge 
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and just needs access to facilities for a short duration.  An “escorted” person 
is one who does not have a valid LAWA identification badge. 
 
The authorized person should closely monitor the activities of the 
“accompanied” or “escorted” person at all times. 

 
2.6.3. REQUESTS FOR IT Facility Access 

1.   Tenant Requests 
 
Tenant requests for access must be made by the tenant and not by the 
tenant’s contractor because LAWA only has a contractual agreement with the 
tenant and not the tenant’s contractor. 
 
2.   Contractor Requests 
 
Tenant contractor access requests must be made by the tenant.  LAWA non-
IT contractor requests must be made by the LAWA divisions.  LAWA IT 
contractor requests must be made by the engineer. 
 
3.   One-time Access Requests 
 
Personnel requesting a one-time or very limited access should contact the 
LAWA IT Service Desk at 424-646-9000, or email at 
ITServiceDesk@lawa.org for an “accompaniment” or “escort”.  Request 
should be submitted one week in advance of access date. 
 
4.   Multiple-time Access Requests 
 
Personnel requesting multiple-day access should submit an application to the 
LAWA Security Access Analysis Unit (SAAU) SAAUnit@lawa.org who will 
review the application and then forward IT facilities requests to IMTG for 
review and approval. 
 
Tenants and contractors must submit their associated contract name and 
number, work description, duration of their request, and contact information 
as part of their application request.  Contractors must provide the contact 
information of the tenant that is sponsoring their work. 

 
2.6.4. ISSUANCE OF KEYS 

Only “authorized” personnel on a need-to-have-basis will be able to be given 
keys to access IT facilities for the duration of their project subject to initial and 
on-going review. 
 
LAWA contractors and service providers may be temporarily assigned a key 
for the duration of their project. 

 
 
 
 
 

mailto:ITServiceDesk@lawa.org
mailto:SAAUnit@lawa.org
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2.6.5. EXISTING FACILITIES 

LAWA has multiple IT facility categories: 
 
1.  Rooms controlled by IMTG directly accessible from a common corridor: 

• Primarily for LAWA active IT equipment and cabling 
• Secured with only a key 
• Secured with a card reader 

2. Rooms controlled by IMTG accessible through a space controlled by   
    others: 

• Primarily for LAWA active IT equipment and cabling 
• Secured with only a key 
• Secured with a card reader 

3.  Rooms shared with other LAWA Utilities – Electrical, Mechanical, Fire Life   
     Safety: 

• Secondarily for LAWA active IT equipment and cabling 
• Secured with only a key 
• Secured with a card reader 

4.  Rooms designated as Tenant Common-Use Wiring closets (TCWC’s) 
• Primarily for tenant cross-connects 
• Secured with only a key 
• Accessed with a card reader through another space 

5.  Data Centers 
• Primarily for LAWA servers 
• Secured with a card reader 
• Limited restricted access 
• Site-log sign in required 

6.  Minimum Points on Entry (MPOE) 
• Primarily for service provider building entry and LAWA active 

equipment 
• Connects  
• Secured with a card reader 

2.6.6. REQUESTS FOR IT EQUIPMENT ACCESS 

Requests for keys to access IT equipment cabinets, junction boxes, and 
patch panels within IT facilities is reviewed on a case-by-case basis. 

 
2.6.7. IT ROOM BEHAVIOR AND RESTRICTIONS 

1.  Food and beverages are prohibited. 
 
2.  Open flames are prohibited unless permitted and under direct supervision   
     by the LAWA Engineering and Facilities Maintenance Division. 
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3.  Electrical circuit breakers are not allowed to be turned off unless pre-  
     approved for a Utility shutdown. 
 
4.  Personnel shall not make any changes that would alter or compromise the   
     integrity of IT facilities without the explicit permission of the CTO or his   
     designee.  
 
5.  All personnel shall clean up at the end of each day’s work.  All trash shall   
     be removed from the IT facility and properly disposed of. 

 
2.6.8. ACCESS REVOCATION 

Failure to adhere to this policy by LAWA staff, tenants, contractors, and 
service providers may result in disciplinary action and/or revocation of access 
to LAWA IT facilities. 
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2.7. APPENDIX G - CODES, STANDARDS, REGULATIONS 

2.7.1. All installations shall comply with the latest National Electric Code, the Los 
Angeles City Building and Safety Electric Code, and the codes, standards, 
and methodologies listed below. Except as specified, Standards and 
practices that prevail and are generally accepted within the industry shall be 
used to assure the highest quality materials, equipment and workmanship. 

 

2.7.2. All references to model numbers and other pertinent information herein are 
intended to establish standards of performance, quality and construction only. 
Equivalent products may be considered if adequate information is submitted 
to the specifying engineer for approval beforehand. 

2.7.3. If there is an apparent conflict between this specification, and any code or 
standard, then the NEC and City of Los Angeles Building and Safety Codes 
shall prevail. 

 
Americans with Disabilities Act (ADA) of 1992 
 
ANSI/BICSI 006-2015, Distributed Antenna System (DAS) Design and 
Implementation Best Practices 
 
ANSI/BICSI 002-2011, Data Center Design and Implementation Best 
Practices 
 
ANSI/NECA/BICSI 568-2006, Standard for Installing Commercial Building 
Telecommunications Cabling 
 
ANSI/TIA-568-C.0–2009+A1:2010+A2:2012, Generic Telecommunications 
Cabling for Customer Premises 
 
ANSI/TIA-568-C.1–2009+A1:2012, Commercial Building 
Telecommunications Cabling Standard 
 
ANSI/TIA-568-C.2–2009+A1:2010, Balanced Twisted-Pair 
Telecommunications Cabling and Components Standard 
  
ANSI/TIA-568-C.3–2009+A1:2011, Optical Fiber Cabling Components 
Standard 
 
ANSI/TIA-568-C.4–2011, Broadband Coaxial Cabling and Components 
Standard 
 
ANSI/TIA-569-C–2012, Telecommunications Pathways and Spaces 
  
ANSI/TIA/EIA-598-C–2005, Optical Fiber Cable Color Coding 
 
ANSI/TIA-606-B-2012, Administration Standard for Commercial 
Telecommunications Infrastructure 
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ANSI/TIA-607-B-2011, Commercial Building Grounding (Earthing) and 
Bonding Requirements for Telecommunications 
 
ANSI/TIA-758-B–2012, Customer-Owned Outside Plant Telecommunications 
Infrastructure Standard 
 
ANSI/TIA-862-A–2011, Building Automation Systems Cabling Standard 
 
ANSI/TIA-942-A-2012, Telecommunications Infrastructure Standard for Data 
Centers 
 
ANSI/TIA-1005-A–2012, Telecommunications Infrastructure Standard for 
Industrial Premises 
 
ANSI/TIA-1152–2009, Requirements for Field Test Instruments and 
Measurements for Balanced Twisted-Pair Cabling 
 
NESC-2012 National Electrical Safety Code 
 
NFPA 70, National Electrical Code (NEC), 2014 
 
TIA-526-7 (OFSTP-7)-2002+A1:2008, Measurement of Optical Power Loss 
of 
Installed Single-Mode Fiber Cable Plant 
 
TIA-526-14-B-2010 (OFSTP-14), Optical Power Loss Measurements of 
Installed Multimode Fiber Cable Plant; IEC 61280-4-1 Edition 2, Fibre-Optic 
Communications Subsystem Test Procedure- Part 4-1: Installed Cable Plant- 
Multimode Attenuation Measurement 
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2.8. APPENDIX H - LESSONS LEARNED 

2.8.1. Conduits directly on the ground in potential harm’s way of vehicles shall be 
protected. 

 
A sample of a rigid conduit coupling that has opened due to a lack of protection. 
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2.8.2. Basements shall not share a common wall with a Maintenance Holes. 

 
A legacy Maintenance Hole with a wall that is shared with a basement is prone to leaks. 
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2.8.3. Maintenance Holes with empty conduits shall be plugged and conduits with 
cables shall have cable wraps.   

 
A legacy MH showing empty conduits without duct plugs and inflatable cable wraps leak. 
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2.8.4. Horizontal cable terminations shall be installed in 34-inch wide equipment 
cabinets to allow for sufficient vertical cable management. 

 
Legacy 28-inch wide cabinets do not have sufficient vertical cable management space for CAT 6A. 

 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 149 of 226  

 
Legacy 28-inch wide cabinets do not have sufficient vertical cable management space for CAT 6A. 
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2.8.5. Horizontal cable management for CAT 6/6A shall be completed by using 
angled CAT 6/6A patch panels and 34-inch wide cabinets for Structured 
Cabling Solutions. 

 
Legacy vertical cable management is not longer the preferred method of managing cables. 
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2.8.6. Angled CAT 6A patch panels plus wider cabinets eliminate unsightly cable 
management. 

 
LAWA’s new CAT 6A patch panel standard is angled to overcome horizontal cable tangle. 
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2.8.7. Indoor fiber cable slack shall be coiled up behind patch panels that have 
been extended off the wall with strut or “Z” brackets. 

 
Legacy fiber slack previously mounted on walls is not coiled up behind patch panels. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



                                                                                                                                                                                   
                                                     IT  INFRASTRUCTURE STD’S OF PRACTICE 2018 - Vol. 3            
 

Version 4.1 - 20180320 Page 153 of 226  

2.9. APPENDIX I - CONDUIT FILL CALCULATIONS 
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2.10. APPENDIX J - FIBER OPTIC LOSS BUDGET CALCULATIONS 

 
The following are the instructions to use the attached Calculation Sheet. 

 
2.10.1. 1.  Research the transmitter output power and receiver sensitivity and plug 

these values into item #1. 

2.10.2. 2.  Plug in 0.6 dB into item #2. 

2.10.3. 3.  Determine the Loss Budget – [Transmitter Power Output minus Receiver 
Sensitivity] minus Power Penalties – item #3.  

2.10.4. 4.  From the Corning catalog, Altos (which you’re using) Multimode 62.5 
micron fiber has an inherent loss of 3.4 dB/km.  Multiply by the total distance 
and plug this value into item #4. 

2.10.5. 5.  Connectors are allowed 0.75 dB loss per mated pair.  Multiply by the 
number of mated pairs and plug this value into item #5. 

2.10.6. 6.  Splices are allowed 0.3 dB per fusion splice – typically 2 splices per mated 
connector pair.  Multiply by the number of splices and plug this value into item 
#6. 

2.10.7. 7.  Calculate Insertion Loss - all passive losses (cable, connectors, fusion 
splices) per circuit – item #8. 

2.10.8. 8.  Calculate System Performance Margin - Subtract Insertion Loss from Loss 
Budget – item #9. 
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Link Loss Budget Sheet.  Source:  BICSI. 
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2.11. APPENDIX K - 2014 NEC CODE ARTICLES 

 
Table of Contents from the 2014 NEC Handbook.  Source: National Fire Protection Association. 
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Table of Contents from the 2014 NEC Handbook.  Source: National Fire Protection Association. 
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Table of Contents from the 2014 NEC Handbook.  Source: National Fire Protection Association. 
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2.12. APPENDIX L - CSI MASTER FORMAT DIVISION NUMBERS 

 

27 00 00   Communications 
 

27 01 00           Operation and Maintenance of Communications 
Systems 

27 01 10         Operation and Maintenance of Structured Cabling and Enclosures 
27 01 20         Operation and Maintenance of Data Communications 
27 01 30         Operation and Maintenance of Voice Communications 
27 01 40         Operation and Maintenance of Audio-Video Communications 
27 01 50         Operation and Maintenance of Distributed Communications and Monitoring 

27 05 00           Common Work Results for Communications 
27 05 05         Selective Demolition for Communications 
27 05 13         Communications Services 
27 05 13.13      Dialtone Services 
27 05 13.23      T1 Services 
27 05 13.33      DSL Services 
27 05 13.43      Cable Services 
27 05 13.53      Satellite Services 
27 05 26         Grounding and Bonding for Communications Systems 
27 05 28         Pathways for Communications Systems 
27 05 29         Hangers and Supports for Communications Systems 
27 05 33         Conduits and Backboxes for Communications Systems 
27 05 36         Cable Trays for Communications Systems 
27 05 39         Surface Raceways for Communications Systems 
27 05 43         Underground Ducts and Raceways for Communications Systems 
27 05 46         Utility Poles for Communications Systems 
27 05 48         Vibration and Seismic Controls for Communications Systems 
27 05 53         Identification for Communications Systems 

27 06 00           Schedules for Communications 
27 06 10         Schedules for Structured Cabling and Enclosures 
27 06 20         Schedules for Data Communications 
27 06 30         Schedules for Voice Communications 
27 06 40         Schedules for Audio-Video Communications 
27 06 50         Schedules for Distributed Communications and Monitoring 

27 08 00           Commissioning of Communications 
 
27 10 00     Structured Cabling 
27 11 00           Communications Equipment Room Fittings 

27 11 13         Communications Entrance Protection 
27 11 16         Communications Cabinets, Racks, Frames, and Enclosures 
27 11 19         Communications Termination Blocks and Patch Panels 
27 11 23         Communications Cable Management and Ladder Rack 
27 11 26         Communications Rack Mounted Power Protection and Power Strips 

27 13 00           Communications Backbone Cabling 
27 13 13         Communications Copper Backbone Cabling 
27 13 13.13      Communications Copper Cable Splicing and Terminations 
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27 13 23         Communications Optical Fiber Backbone Cabling 
27 13 23.13      Communications Optical Fiber Splicing and Terminations 
27 13 33         Communications Coaxial Backbone Cabling 
27 13 33.13      Communications Coaxial Splicing and Terminations 
27 13 43         Communications Services Cabling 
27 13 43.13      Dialtone Services Cabling 
27 13 43.23      T1 Services Cabling 
27 13 43.33      DSL Services Cabling 
27 13 43.43      Cable Services Cabling 
27 13 43.53      Satellite Services Cabling 

27 15 00           Communications Horizontal Cabling 
27 15 01         Communications Horizontal Cabling Applications 
27 15 01.16      Voice Communications Horizontal Cabling 
27 15 01.19      Data Communications Horizontal Cabling 
27 15 01.23      Audio-Video Communications Horizontal Cabling 
27 15 01.39      Patient Monitoring and Telemetry Communications Horizontal Cabling 
27 15 01.43      Nurse Call and Intercom Communications Horizontal Cabling 
27 15 01.46      Paging Communications Horizontal Cabling 
27 15 01.49      Intermediate Frequency/Radio Frequency Communications Horizontal   
                          Cabling 
27 15 01.53      Antennas Communications Horizontal Cabling 
27 15 13         Communications Copper Horizontal Cabling 
27 15 23         Communications Optical Fiber Horizontal Cabling 
27 15 33         Communications Coaxial Horizontal Cabling 
27 15 43         Communications Faceplates and Connectors 

27 16 00           Communications Connecting Cords, Devices, and 
Adapters 

27 16 13         Communications Custom Cable Assemblies 
27 16 16         Communications Media Converters, Adapters, and Transceivers 
27 16 19         Communications Patch Cords, Station Cords, and Cross Connect   
                           Wire 

27 20 00     Data Communications 
27 21 00           Data Communications Network Equipment 

27 21 13         Data Communications Firewalls 
27 21 16         Data Communications Routers, CSU/DSU, Multiplexers, Codecs,   
                           and Modems 
27 21 26         Data Communications Network Management 
27 21 29         Data Communications Switches and Hubs 
27 21 33         Data Communications Wireless Access Points 

27 22 00           Data Communications Hardware 
27 22 13         Data Communications Mainframes 
27 22 16         Data Communications Storage and Backup 
27 22 19         Data Communications Servers 
27 22 23         Data Communications Desktops 
27 22 26         Data Communications Laptops 
27 22 29         Data Communications Handhelds 

27 24 00           Data Communications Peripheral Data Equipment 
27 24 13         Printers 
27 24 16         Scanners 
27 24 19         External Drives 
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27 24 23         Audio-Video Devices 
27 24 26         Virtual Reality Equipment 
27 24 29         Disaster Recovery Equipment 

27 25 00           Data Communications Software 
27 25 13         Virus Protection Software 
27 25 16         Application Suites 
27 25 19         Email Software 
27 25 23         Graphics/Multimedia Software 
27 25 26         Customer Relationship Management Software 
27 25 29         Operating System Software 
27 25 33         Database Software 
27 25 37         Virtual Private Network Software 
27 25 39         Internet Conferencing Software 

27 26 00           Data Communications Programming and Integration   
                         Services 

27 26 13         Web Development 
27 26 16         Database Development 
27 26 19         Application Development 
27 26 23         Network Integration Requirements 
27 26 26         Data Communications Integration Requirements 
 

27 30 00     Voice Communications 
27 31 00           Voice Communications Switching and Routing 

Equipment 
27 31 13         PBX/ Key Systems 
27 31 23         Internet Protocol Voice Switches 

27 32 00           Voice Communications Terminal Equipment 
27 32 13         Telephone Sets 
27 32 16         Wireless Transceivers 
27 32 23         Elevator Telephones 
27 32 26         Ring-Down Emergency Telephones 
27 32 29         Facsimiles and Modems 
27 32 36         TTY Equipment 
27 32 43         Radio Communications Equipment 

27 33 00           Voice Communications Messaging 
27 33 16         Voice Mail and Auto Attendant 
27 33 23         Interactive Voice Response 
27 33 26         Facsimile Servers 

27 34 00           Call Accounting 
27 34 13         Toll Fraud Equipment and Software 
27 34 16         Telemanagement Software 

27 35 00           Call Management 
27 35 13         Digital Voice Announcers 
27 35 16         Automatic Call Distributors 
27 35 19         Call Status and Management Displays 
27 35 23         Dedicated 911 Systems 
 

27 40 00     Audio-Video Communications 
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27 41 00           Audio-Video Systems 
27 41 13         Architecturally Integrated Audio-Video Equipment 
27 41 16         Integrated Audio-Video Systems and Equipment 
27 41 16.25      Integrated Audio-Video Systems and Equipment for Restaurants and Bars 
27 41 16.28      Integrated Audio-Video Systems and Equipment for Conference Rooms 
27 41 16.29      Integrated Audio-Video Systems and Equipment for Board Rooms 
27 41 16.51      Integrated Audio-Video Systems and Equipment for Classrooms 
27 41 16.52      Integrated Audio-Video Systems and Equipment for Religious Facilities 
27 41 16.61      Integrated Audio-Video Systems and Equipment for Theaters 
27 41 16.62      Integrated Audio-Video Systems and Equipment for Auditoriums 
27 41 16.63      Integrated Audio-Video Systems and Equipment for Stadiums and Arenas 
27 41 19         Portable Audio-Video Equipment 
27 41 23         Audio-Video Accessories 
27 41 33         Master Antenna Television Systems 
27 41 43         Audio-Video Conferencing 

27 42 00           Electronic Digital Systems 
27 42 13         Point of Sale Systems 
27 42 16         Transportation Information Display Systems 
27 42 19         Public Information Systems 
 

27 50 00     Distributed Communications and 
Monitoring Systems 

27 51 00           Distributed Audio-Video Communications Systems 
27 51 13         Paging Systems 
27 51 13.13      Overhead Paging Systems 
27 51 16         Public Address Systems 
27 51 19         Sound Masking Systems 
27 51 23         Intercommunications and Program Systems 
27 51 23.20      Commercial Intercommunications and Program Systems 
27 51 23.30      Residential Intercommunications and Program Systems 
27 51 23.50      Educational Intercommunications and Program Systems 
27 51 23.63      Detention Intercommunications and Program Systems 
27 51 23.70      Healthcare Intercommunications and Program Systems 
27 51 26         Assistive Listening Systems 

27 52 00           Healthcare Communications and Monitoring Systems 
27 52 13         Patient Monitoring and Telemetry Systems 
27 52 16         Telemedicine Systems 
27 52 19         Healthcare Imaging Systems 
27 52 23         Nurse Call/Code Blue Systems 

27 53 00           Distributed Systems 
27 53 13         Clock Systems 
27 53 13.13      Wireless Clock Systems 
27 53 16         Infrared and Radio Frequency Tracking Systems 
27 53 19         Internal Cellular, Paging, and Antenna Systems 
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28 00 00   Electronic Safety and Security 
28 01 00           Operation and Maintenance of Electronic Safety    
                              And Security 

28 01 10         Operation and Maintenance of Electronic Access Control and   
                         Intrusion Detection 
28 01 10.51      Maintenance and Administration of Electronic Access Control and   
                          Intrusion Detection 
28 01 10.71      Revisions and Upgrades of Electronic Access Control and Intrusion   
                          Detection 
28 01 20         Operation and Maintenance of Electronic Surveillance 
28 01 30         Operation and Maintenance of Electronic Detection and Alarm 
28 01 30.51      Maintenance and Administration of Electronic Detection and Alarm 
28 01 30.71      Revisions and Upgrades of Electronic Detection and Alarm 
28 01 40         Operation and Maintenance of Electronic Monitoring and Control 
28 01 40.51      Maintenance and Administration of Electronic Monitoring and Control 
28 01 40.71      Revisions and Upgrades of Electronic Monitoring and Control 

28 05 00           Common Work Results for Electronic Safety and 
Security 

28 05 05         Selective Demolition for Electronic Safety and Security 
28 05 13         Conductors and Cables for Electronic Safety and Security 
28 05 13.13      CCTV Communications Conductors and Cables 
28 05 13.16      Access Control Communications Conductors and Cables 
28 05 13.19      Intrusion Detection Communications Conductors and Cables 
28 05 13.23      Fire Alarm Communications Conductors and Cables 
28 05 26         Grounding and Bonding for Electronic Safety and Security 
28 05 28         Pathways for Electronic Safety and Security 
28 05 28.29      Hangers and Supports for Electronic Safety and Security 
28 05 28.33      Conduits and Backboxes for Electronic Safety and Security 
28 05 28.36      Cable Trays for Electronic Safety and Security 
28 05 28.39      Surface Raceways for Electronic Safety and Security 
28 05 48         Vibration and Seismic Controls for Electronic Safety and Security 
28 05 53         Identification for Electronic Safety and Security 

28 06 00           Schedules for Electronic Safety and Security 
28 06 10         Schedules for Electronic Access Control and Intrusion Detection 
28 06 20         Schedules for Electronic Surveillance 
28 06 30         Schedules for Electronic Detection and Alarm 
28 06 40         Schedules for Electronic Monitoring and Control 

28 08 00           Commissioning of Electronic Safety and Security 
 

28 10 00     Electronic Access Control and Intrusion 
Detection 

28 13 00           Access Control 
28 13 13         Access Control Global Applications 
28 13 16         Access Control Systems and Database Management 
28 13 19         Access Control Systems Infrastructure 
28 13 26         Access Control Remote Devices 
28 13 26.11      Wireless Access Control Devices 
28 13 33         Access Control Interfaces 
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28 13 33.16      Access Control Interfaces to Access Control Hardware 
28 13 33.26      Access Control Interfaces to Intrusion Detection 

 

28 13 33.33      Access Control Interfaces to Video Surveillance 
28 13 33.36      Access Control Interfaces to Fire Alarm 
28 13 43         Access Control Identification Management Systems 
28 13 53         Security Access Detection 
28 13 53.13      Security Access Metal Detectors 
28 13 53.16      Security Access X-Ray Equipment 
28 13 53.23      Security Access Explosive Detection Equipment 
28 13 53.29      Security Access Sniffing Equipment 
28 13 63         Access Control Vehicle Identification System 

28 16 00           Intrusion Detection 
28 16 13         Intrusion Detection Control, GUI, and Logic Systems 
28 16 16         Intrusion Detection Systems Infrastructure 
28 16 19         Intrusion Detection Remote Devices and Sensors 
28 16 33         Intrusion Detection Interfaces 
28 16 33.13      Intrusion Detection Interfaces to Remote Monitoring 
28 16 33.16      Intrusion Detection Interfaces to Access Control Hardware 
28 16 33.23      Intrusion Detection Interfaces to Access Control System 
28 16 33.33      Intrusion Detection Interfaces to Video Surveillance 
28 16 33.36      Intrusion Detection Interfaces to Fire Alarm 
28 16 43         Perimeter Security Systems 
 

28 20 00     Electronic Surveillance 
28 23 00           Video Surveillance 

28 23 13         Video Surveillance Control and Management Systems 
28 23 16         Video Surveillance Monitoring and Supervisory Interfaces 
28 23 19         Digital Video Recorders and Analog Recording Devices 
28 23 23         Video Surveillance Systems Infrastructure 
28 23 26         Video Surveillance Remote Positioning Equipment 
28 23 29         Video Surveillance Remote Devices and Sensors 

28 26 00           Electronic Personal Protection Systems 
28 26 13         Electronic Personal Safety Detection Systems 
28 26 16         Electronic Personal Safety Alarm Annunciation and Control   
                          Systems 
28 26 19         Electronic Personal Safety Interfaces to Remote Monitoring 
28 26 23         Electronic Personal Safety Emergency Aid Devices 
 

28 30 00     Electronic Detection and Alarm 
28 31 00           Fire Detection and Alarm 

28 31 11         Digital, Addressable Fire-Alarm Systems 
28 31 12         Zoned (DC Loop) Fire-Alarm Systems 
28 31 13         Fire Detection and Alarm Control, GUI, and Logic Systems 
28 31 23         Fire Detection and Alarm Annunciation Panels and Fire Stations 
28 31 33         Fire Detection and Alarm Interfaces 
28 31 33.13      Fire Detection and Alarm Interfaces to Remote Monitoring 
28 31 33.16      Fire Detection and Alarm Interfaces to Access Control Hardware 
28 31 33.23      Fire Detection and Alarm Interfaces to Access Control System 
28 31 33.26      Fire Detection and Alarm Interfaces to Intrusion Detection 
28 31 33.33      Fire Detection and Alarm Interfaces to Video Surveillance 
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28 31 33.43      Fire Detection and Alarm Interfaces to Elevator Control 
28 31 43         Fire Detection Sensors 
28 31 46         Smoke Detection Sensors 
28 31 49         Carbon-Monoxide Detection Sensors 
28 31 53         Fire Alarm Initiating Devices 
28 31 53.13      Fire Alarm Pull Stations 
28 31 53.23      Fire Alarm Level Detectors Switches 
28 31 53.33      Fire Alarm Flow Switches 
28 31 53.43      Fire Alarm Pressure Sensors 
28 31 63         Fire Alarm Integrated Audio Visual Evacuation Systems 
28 31 63.13      Fire Alarm Horns and Strobes 

28 32 00           Radiation Detection and Alarm 
28 32 13         Radiation Detection and Alarm Control, GUI, and Logic Systems 
28 32 23         Radiation Detection and Alarm Integrated Audio Evacuation   
                             Systems 
28 32 33         Radiation Detection Sensors 
28 32 43         Radiation Dosimeters 

28 33 00           Gas Detection and Alarm 
28 33 13         Gas Detection and Alarm Control, GUI, and Logic Systems 
28 33 23         Gas Detection and Alarm Integrated Audio Evacuation Systems 
28 33 33         Gas Detection Sensors 

28 34 00           Fuel-Oil Detection and Alarm 
28 34 13         Fuel-Oil Detection and Alarm Control, GUI, and Logic Systems 
28 34 23         Fuel-Oil Detection and Alarm Integrated Audio Evacuation Systems 
28 34 33         Fuel-Oil Detection Sensors 

28 35 00           Refrigerant Detection and Alarm 
28 35 13         Refrigerant Detection and Alarm Control, GUI, and Logic Systems 
28 35 23         Refrigerant Detection and Alarm Integrated Audio Evacuation   
                            Systems 
28 35 33         Refrigerant Detection Sensors 

28 36 00           Water Detection and Alarm 
28 36 13         Water Detection and Alarm Control, GUI, and Logic Systems 
28 36 33         Water Detection Sensors 
28 36 43         Building Envelope Water Detection and Alarm 

28 39 00           Mass Notification Systems 
 

28 40 00     Electronic Monitoring and Control 
28 41 00           Electronic Structural Monitoring Systems 
28 46 00           Electronic Detention Monitoring and Control Systems 

28 46 13         Hard-Wired Detention Monitoring and Control Systems 
28 46 16         Relay-Logic Detention Monitoring and Control Systems 
28 46 19         PLC Electronic Detention Monitoring and Control Systems 
28 46 23         Computer-Based Detention Monitoring and Control Systems 
28 46 26         Discreet-Logic Detention Monitoring and Control Systems 
28 46 29         Discreet-Distributed Intelligence Detention Monitoring and Control   
                          Systems 
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2.13. APPENDIX M - LOS ANGELES CITY SEISMIC PARTS REFERENCE 
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2.14. APPENDIX N - PART NUMBERS 

2.14.1. Below are two lists of part numbers pre-approved by LAWA.  The first list with 
the parts icons, details the part numbers required for a Structured Cabling 
System.  The second list is for everything else. 

2.14.2. Wherever a specific manufacturer and model number are called out in these 
standards, if the model number is no longer valid, then the newest equivalent 
model number shall be used.  LAWA IMTG shall be consulted to validate that 
the new model number proposed is appropriate. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Horizontal Cabling part numbers. 
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	1.   ADMINISTRATION
	1.1. GENERAL
	1.1.1. Infrastructure administration includes the following non-technical topics:
	 Field Survey Documentation
	 Field Survey Documentation Equipment
	 Safety Introduction
	 Safety Introduction - Guidelines
	 Deliveries
	 Traffic Control
	 Contractor’s Request Contact information
	 Contractor Access
	 Request for Area Shutdowns
	 Request for Utility Shutdowns
	 Request for Locating Sub-surface Utilities
	 Request for Tenant Construction Approvals
	 Request for Tenant Request to install Antennas
	 Request for Tenant Construction Inspection
	 Request for CADD Standards
	 Request for Space in IT Rooms
	 Request for Fiber Circuits
	 Request for LAWA-Internal Drafting Services
	 Permits
	 Quality Assurance
	 Inspection
	 Labeling Requirements
	 As-built Documentation
	 Sensitive Security Information
	 WireCAD Cable Management
	 Acceptance Testing and Commissioning
	 Training
	 Warranties
	 Project Closeout


	1.2. FIELD SURVEY DOCUMENTATION
	1.2.1. All surveys of Hand Holes and Maintenance Holes shall have butterfly drawings prepared and pictures taken with a minimum 8MP camera.
	1.2.2. HH and MH surveys shall use the LAWA template below.
	1.2.3. GPS Lat/Long coordinates shall be taken with 12-inch accuracy for all HH and MH locations and then converted to State Plane Coordinates.

	1.3. FIELD SURVEY DOCUMENTATION > EQUIPMENT
	1.3.1. The following GPS locator will achieve LAWA’s GPS accuracy requirements.

	1.4. SAFETY > INTRODUCTION
	1.4.1. All personnel shall follow industry-standard safety guidelines as listed below under Safety Guidelines.
	1.4.2. All contractors shall have a company safety program with ongoing safety classes and/or “tail gate” meetings.
	1.4.3. All contractors shall provide a safety plan upon LAWA request.
	1.4.4. The safety plan shall cover the topics listed below.
	1.4.5. Contractors may be required to provide onsite safety training for contractor and non-contractor staff that have a need to be in the construction area – all at no charge to LAWA.

	1.5. SAFETY > GUIDELINES
	1.5.1. In the event of a serious illness or injury, immediately call 424-646-7911.
	1.5.2. Everyone shall make accident prevention a safety priority #1 in the conduct of Los Angeles World Airports’ (LAWA) business.
	1.5.3. The purpose of Safety Programs is to eliminate incidents that produce personal injury, damage or destroy equipment and facilities, and disrupt work operations.
	1.5.4. To those ends:
	1.5.5. General Requirements: - All personnel shall:
	 Learn about all safety hazards in the work place.
	 Act to minimize safety hazards in the work place.
	 Use proper safety practices and procedures.
	 Keep the work area clean by cleaning up all spills of liquids, broken glass, and litter on the floor immediately.
	 Use all required personal protective equipment (PPE).  Protective equipment may include hardhat, safety glasses/goggles, face shields, respirators, hearing protection, gloves, plastic aprons, arm guards, boots, etc.
	 Use all personal and equipment safeguards properly.
	 Get help to lift heavy objects.
	 Perform every task with due regard for one’s personal safety, that of fellow employees, and of the public.
	 Report to supervisors all unsafe working conditions or practices observed.
	 Notify their manager and their Human Resources Representative of any work-related accident and follow the required documents and procedures.

	1.5.6. First Aid Requirements: - All personnel shall:
	 Know where the First Aid kits are located.
	 Know where emergency eyewash stations are located.

	1.5.7. Working Alone Requirements: - All personnel shall:
	 Work in a team of al least two and be within sight and sound of each other when working in hazardous conditions or locations.
	 Know the location of the closest fire alarm in the work place.
	 Know where the fire exits are in the work place and keep the traffic paths free and clear of obstructions.

	1.5.8. Tools/Equipment Requirements: - All personnel shall:
	 Maintain equipment in a safe operating condition.
	 Be certified in the use of powder-actuated impact tools if the job requires.
	 Remove all scrap and trash from the work site and airport premise each day.
	 Not use LAWA trash disposal containers unless given permission.
	 Only use ladders that have been inspected and are clear of defects.
	 Know and use ladder safety principles.

	1.5.9. Vehicle Safety Requirements: - All personnel shall:
	 Obey all traffic laws.
	 Secure all gear and equipment in and on vehicles.
	 Use red flags on items extending out of the vehicle.
	 Be mindful of vehicle height and ladder racks when entering parking structures.

	1.5.10. Environmental Quality Requirements: - All personnel shall:
	 Take precautions to minimize dust, dirt, and noise.
	 Ensure that the work area is adequately ventilated from undesirable vapors, fumes, and/or emissions.

	1.5.11. Hazardous Materials Requirements: - All personnel shall:
	 Label hazardous chemical containers.
	 Obtain approval for the generation, storage, and transportation of hazardous wastes at and from LAWA.
	 Not dump chemicals down sink drains, floor drains, or outside storm drains.
	 Post a copy of all applicable Safety Data Sheet (SDS) where chemicals are used.
	 Inform LAWA of any wastes or chemicals that may be generated as a result of their work prior to commencement of work.
	 Take responsibility for all hazardous wastes generated at the site.
	 Use only properly licensed and authorized firms to remove wastes.
	 Immediately report any chemical, fluid, oil, or fuel leaks or spills.

	1.5.12. Flammable Liquids/Gases Requirements: - All personnel shall:
	 Store all flammable liquids and gas cylinders in properly labeled, approved, and anchored containers.
	 Securely clamp or chain all compressed gas cylinders in a well-ventilated designated areas.

	1.5.13. Hot-Work Permit Requirements: - All personnel shall:
	 Obtain a hot-work permit for any task that produces a flame, smoke, and/or sparks.
	 Provide required fire watch and applicable fire extinguishers, fire blankets, etc.

	1.5.14. Electrical Work Requirements: - All personnel shall:
	 Be trained and qualified before commencing electrical work at any work site.
	 Use only electrical tools that are grounded or double insulated.
	 Keep extension cords free from abrasions and splices.
	 Use Ground Fault Circuit Interrupter (GFCI) extension cords in all potential wet, damp, or hazardous areas.

	1.5.15. Excavation Requirements: - All personnel shall:
	 Protect all excavations against hazardous ground movements with shoring - if required.
	 Provide adequate physical protection, barriers, and/or warning lights at all excavations and trenches.

	1.5.16. Confined Spaces - General Requirements: - All personnel shall:
	 Comply with Utility Shutdown and Area Shutdown request procedures.
	 Comply with Cal/OSHA regulations for all confined space work.

	1.5.17. Confined Spaces - Hand Holes and Maintenance Holes Requirements: - All personnel shall:
	 Have safety barricades around the opening when working HH’s and MH’s.
	 Check HH’s and MH’s for poisonous gases using a gas sniffer that has been calibrated within the last year.  LAWA reserves the right to inspect the calibration records at any time.
	 Drain HH and MH water into sump trucks and properly remove it from the LAWA premise.

	1.5.18. Elevated Work Requirements: - All personnel shall:
	 Comply with Title 8, Subchapter 4 (Construction Safety Orders) and Subchapter 21 (Telecommunication Safety Orders) of the California Code of Regulations as applicable.  http://www.dir.ca.gov/samples/search/query.htm
	 Not use chairs as step-stools or ladders.
	 Use guardrails or personal fall arrest systems for any work performed more than six feet off of the floor.

	1.5.19. Forklift/Crane Requirements: - All personnel shall:
	 Only use electric and propane forklifts inside buildings.
	 Be trained operators per Cal/OSHA regulations for forklift and crane work.

	1.5.20. Tower Work Requirements: - All personnel shall:
	 Wear Cal/OSHA approved fall arrest harnesses, headgear, appropriate glasses, gloves and sun protection on all tower work.
	 Be trained in tower climbing safety and rescue, CPR , First Aid, and RF Awareness.

	1.5.21. Drug-Free Workplace
	 Los Angeles World Airports (LAWA) is committed to maintaining a safe and drug-free workplace for all employees.  Anyone under the influence of alcohol and/or regulated drugs is not allowed on work sites.
	 Anyone who is believed to be under the influence of drugs or alcohol, while on the job, is to be escorted by their supervisor to Medical Services.
	 LAWA may require drug testing on no notice.  Personnel involved in a workplace accident, in a motor vehicle accident while on company business, in an accident while operating a company vehicle, or in a workplace violence incident may be required to ...
	 LAWA may also require a post-accident drug and/or alcohol test of all employees near the scene following an on-the-job accident or incident.


	1.6. DELIVERIES
	1.6.1. All deliveries of project equipment and parts shall be delivered to the LAWA IT Warehouse unless otherwise specified.
	1.6.2. Deliveries from projects for inventory or overstock shall be plastic-wrapped, dated, labeled as to contents and project.
	1.6.3. Warehouse staff shall be notified three days in advance of a potential deliver and receive an appointment for a delivery time.
	1.6.4. Project deliveries to the IT Warehouse shall be made at no cost to LAWA.
	1.6.5. Requests to deliver project equipment to LAWA’s IT warehouse shall be accompanied by a receipt.
	1.6.6. Requests to transfer equipment and supplies shall be accompanied by an Equipment Transfer Notice form.

	1.7. TRAFFIC CONTROL
	1.7.1. All surveys and work that is in or near traffic lanes or service roads shall have a traffic plan pre-approved by LAWA.
	1.7.2. LAWA uses the Work Area Traffic control Handbook (WATCH) for general traffic control guidance and traffic plan preparation.
	1.7.3. Traffic plans may need to be adjusted for special airport conditions..

	1.8. REQUESTS > CONTRACTOR REQUESTS CONTACT INFORMATION
	1.8.1. Contractors shall follow the instructions below for information on shutdowns and access requests.

	1.9. REQUESTS > CONTRACTOR ACCESS
	1.9.1. The Contractor Access Form is required to be filled out to obtain entry into controlled spaces.
	1.9.2. The form may be obtained at www.lawa.org under Tenant Projects.

	1.10. REQUESTS > AREA SHUTDOWN
	1.10.1. For approval of any work area that can disrupt normal operations, the Area Shutdown Request form shall be completed and submitted.
	1.10.2. The form may be obtained at www.lawa.org under Tenant Projects.

	1.11. REQUESTS > UTILITY SHUTDOWN
	1.11.1. For approval of any work area that can disrupt utilities, the Utility Shutdown Request form shall be completed and submitted.
	1.11.2. The form may be obtained at www.lawa.org under Tenant Projects.

	1.12. REQUESTS > LOCATING SUB-SURFACE UTILITIES
	1.12.1. Subsurface utilities shall be located by calling the California Underground Service Alert South at (800) 227-2600, or One Call Referral Systems International at (888) 258-0808. Or, www.digalert.com
	1.12.2. The LAWA IT Service Desk can also be called at 424-646-9000 48-hours in advance for assistance in identifying LAWA’s HH’s and MH’s.
	1.12.3. Orange is the uniform color code for utility flagging, painting, and identifying communications, alarms, signals, and CATV.

	1.13. REQUESTS > TENANT CONSTRUCTION APPROVAL
	1.13.1. Before the construction or installation of any indoor or outdoor IT facilities, construction approvals shall be obtained through the Tenant Improvement Approval Process (TIAP).
	1.13.2. For more information on tenant projects, refer to the  Tenant Project Approval Process Manual or call LAWA's Facilities Planning Division at (424) 646-7690.  Direct all correspondence to:  http://www.lawa.org/welcome_LAWA.aspx?id=4162
	1.13.3. Direct IT Infrastructure correspondence to: LAWA Information Management & Technology Group
	 Attention: Office of Infrastructure Technology
	 6053 W. Century Blvd., Suite 200
	 Los Angeles, California 90045
	 424-646-9000


	1.14. REQUESTS > TENANT REQUEST TO INSTALL ANTENNAS
	1.14.1. Requests to install antennas shall be submitted for LAWA’s approval using the form below.
	1.14.2. LAWA will review and either approve, modify, or deny the request.

	1.15. REQUESTS > TENANT CONSTRUCTION INSPECTION
	1.15.1. All tenant work shall be inspected unless LAWA deems otherwise.
	1.15.2. Requests for LAWA inspection of Tenant project can be obtained by filling out the following form.

	1.16. REQUESTS > CADD AND CADD STANDARDS
	1.16.1. All preliminary and final design versions shall be submitted in LAWA’s-required CADD format in addition to any hard copy or PDF requirements.
	1.16.2. CADD Standards may be obtained from LAWA.org.

	1.17. REQUESTS > SPACE IN IT ROOMS
	1.17.1. Requests to use space within LAWA IT Rooms shall be submitted for LAWA’s approval using the following form.  In general, tenants are not allowed to use LAWA TR rooms with the exception of the MPOE, to bring in telecommunications circuits.
	1.17.2. LAWA IMTG will review and either approve, modify, or deny the request.

	1.18. REQUESTS > FIBER CIRCUITS
	1.18.1. Requests for fiber circuit creation shall be submitted for LAWA’s approval using the following form.
	1.18.2. LAWA IMTG will review and either approve, modify, or deny the request.

	1.19. REQUESTS > LAWA INTERNAL DRAFTING SERVICES
	1.19.1. Requests for LAWA-internal Drafting Support services shall be submitted for LAWA’s approval using the following form.
	1.19.2. LAWA IMTG will review and either approve, modify, or deny the request.

	1.20. PERMITS
	1.20.1. All work shall be permitted as required Los Angeles Department of Building & Safety.

	1.21. QUALITY ASSURANCE
	1.21.1. All labor shall be thoroughly competent and skilled.  All work shall be executed in strict accordance with the best practice of the trades.

	1.22. INSPECTION
	1.22.1. All IT infrastructure shall be inspected.
	1.22.2. LAWA shall be notified at least 48-hours in advance of a request for inspection.
	1.22.3. Punch lists created following an inspection shall be remedied immediately.
	1.22.4. Remedial work shall be re-inspected.
	1.22.5. LAWA shall have the right to reject any materials work that is not in compliance with these standards.
	1.22.6. LAWA reserves the right to inspect all facets of all projects that contain an IT infrastructure.
	1.22.7. LAWA reserves the right to take pictures and video tape all facets of all projects that contain an IT infrastructure.

	1.23. LABELING
	1.23.1. IT Infrastructure components shall be labeled.  All labels should use an Arial font or equivalent.  Font size shall be as large as is reasonable to be viewed from 7 feet distance.
	1.23.2. All LAWA equipment cabinets shall be labeled on the front and back of the cabinet with engraved plastic having 1-inch tall letters.  Cabinet labels are to centered left/right on the cabinet.  Lettering is to say Rack (because “Cabinet” is too ...
	1.23.3. All Tenant Wiring Closet equipment cabinets shall be labeled on the front and back of the cabinet with engraved plastic having 1-inch tall letters.  Cabinet labels are to centered left/right on the cabinet.  Lettering is to say Rack (because “...
	1.23.4. All Telecommunications Enclosures (TE, Armarac) shall be labeled on the outside in the upper left front corner using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  Line 2 shall read the fiber patch panel located inside.  S...
	1.23.5. All Telecommunications Enclosures (TE, Armarac, etc) shall be labeled on the inside door in the upper left corner using a Brother, Brady, or equivalent labeler using strong adhesive so the labels do not curl and separate.  Line 1 shall read th...
	1.23.6. All Outdoor Pedestals shall be labeled on the outside in the upper left front corner using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  Line 2 shall read the fiber patch panel located inside.  See the fiber patch panel a...
	1.23.7. All Outdoor Pedestals shall be labeled on the inside door in the upper left corner using a Brother, Brady, or equivalent labeler using strong adhesive so the labels do not curl and separate.  Line 1 shall read the origin of the fiber cable(s)....
	1.23.8. All Conduits shall be labeled within twelve (12) inches of each end of the origin and termination points and the entry and exit of all junction and pull poxes along the path.  Line 1 shall read “LAWA IT”.  Line 2 shall read the room number and...
	1.23.9. All Junction Boxes shall be labeled on the outside in the upper left front corner using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  Line 2 shall read the fiber patch panel located inside (if applicable).  See the fiber ...
	1.23.10. All Pull Boxes shall be labeled on the outside in the upper left front corner using 3M 1-inch orange reflective letters.  Line 1 shall read “LAWA IT”.  Line 2 shall read the pull box number from the project drawings (if applicable).  Line 3 s...
	1.23.11. All Fiber Patch Panels (rack and wall-mounted) shall be labeled on the outside in the upper left front corner using 3M 1-inch orange reflective letters.  Line 1 shall read the fiber patch panel located inside.  See the fiber patch panel and c...
	1.23.12. All Fiber Patch Panels (rack and wall-mounted) shall be labeled on the inside door in the upper left corner using a Brother, Brady, or equivalent labeler using strong adhesive so the labels do not curl and separate.  Line 1 shall read the ori...
	1.23.13. All Fiber Optic Cables shall be labeled within twelve (12) inches of each end using a pre-made plastic label with laminating cover.  See LAWA for details.  Line 1 shall read date installed and No, of strands.  Line 2 shall read the origin fib...
	1.23.14. All Fiber Optic Jumpers shall be labeled on each end using non-shrunk heat-shrink labels.  Line 1 shall read the origin patch panel and port number of the port you are looking at.  Line 2 shall read the destination patch panel and port number...
	1.23.15. All Copper Patch Panels shall be labeled at each port number.  Line 1 shall read the location of the corresponding Work Area Outlet.  Location examples include room No., Office No., Cubicle No., Floor No, Roof, etc.  Line 2 shall read the WAO...
	1.23.16. Horizontal CAT 6/6A Cables between work area outlets and the back of patch panels do not need to be labeled.  Horizontal CAT 6/6A Cables that terminate in an RF-45 plug to connect equipment, shall be labeled according to the work Area Outlet ...
	1.23.17. All Work Area Outlet faceplates shall be labeled in two places - at the top of the faceplate, and above each port.  The label at the top of the faceplate shall be composed of one line of text made up of four parts.  Part one is the locator.  ...
	1.23.18. All Work Area Outlet multiport strips (Harmonicas) shall be labeled in two places - at the top of the Harmonica, and above/below each port.  The label at the top of the Harmonica shall be composed of one line of text made up of four parts.  P...
	1.23.19. All Work Area Outlet “Biscuits” shall be labeled in two places - at the top/side of the Biscuit, and above/below each port.  The label at the top/side of the Biscuit shall be composed of one line of text made up of four parts.  Part one is th...
	1.23.20. All CAT 6/6A Jumpers (patch cords) shall be labeled at each end.  Line 1 is composed of four parts.  Part one reads “To:”.  Part two reads the cabinet or rack number where the patch panel is located.  Parts three and four are combined to read...
	1.23.21. All network switches shall be labeled on both the from and back of the switch.  The network switch label is composed of nine parts as follows:
	 Part 1:  Airport where the switch is, e.g. L - LAX, O - ONT, V - VNY
	 Part 2:  Building identification, e.g. AW - Admin West
	 Part 3:  IT Room number, e.g. 3C4-14
	 Part 4:  Cabinet or rack number in the IT Room (if applicable)
	 Part 5:  Switch function, e.g.  AS-Access switch, DS-Distribution switch
	 Part 6:  Network switch manufacturer, e.g. C - Cisco
	 Part 7:  Network Switch model number, e.g. 3850
	 Part 8:  Number of ports on the network switch, e.g. 48
	 Part 9:  The last octet of the IP Address, e.g. 021

	1.23.22. All Maintenance Hole (manhole) covers shall be labeled to read “COMM”.  Lettering shall be welded on the outside covers with a minimum of 2-inch letters.
	1.23.23. All Hand Hole covers shall be labeled to read “COMM”.  Lettering shall be welded on the manhole covers with a minimum of 2-inch letters.

	1.24. DESIGN/AS-BUILT DOCUMENTATION
	1.24.1. Designer must submit 30%, 60%, 90%, & 100% DWG and PDF electronic design files for LAWA’s review and approval.  Designer is to work with LAWA staff to use the Box file hosting service to make files available for LAWA. A complete As-Built docum...
	1.24.2. As-Built drawings shall be submitted in hard copy and Autodesk Map3D format (provided to LAWA via Box.com account).
	1.24.3. As-Built drawing packages shall have a master drawing index with key plans to reference all geographic areas.
	1.24.4. As-Built Documentation shall include the following:
	 Site plan
	 Floor plans
	 Shop drawings
	 Elevation drawings
	 Riser drawings
	 Maintenance Hole Butterfly Maps
	 Plan Views
	 System singleline diagrams
	 Point-to-point Interconnect diagrams
	 Isometric drawings
	 Photographs in digital format with metadata (Metadata includes system type - power/HVAC/network, etc., GIS coordinates, text description of what is being shown, etc.)
	 As-built prints of the conduit installation with routing
	 Final acceptance test data sheet
	 Updated Material List with quantities, model numbers and serial numbers
	 Equipment Specification Sheets
	 Test reports
	 Excel spreadsheets
	 MS Project schedules
	 Manufacturer manuals/data sheets/submittals for equipment and materials used
	 Manufacturer representatives and telephone numbers
	 Operation manuals

	1.24.5. All projects shall provide As-Built documentation pertaining to each project as per the diagram below - as the documentation specifically pertains to the project.
	1.24.6. Drawings shall follow LAWA’s CAD standards – found on the www.lawa.org website at Airport Engineering > LAX > LAWA CAD Standards.
	1.24.7. All submittals shall be in both hard copy and AutoCAD Map 3D DWG format, including all external references.
	1.24.8. LAWA shall have the right and ability to manipulate all drawings.
	1.24.9. Drawings shall not be password protected unless directed by LAWA.
	1.24.10. LAWA shall received all passwords for LAWA-directed protected documentation.
	1.24.11. As-Builts shall be “stamped” as As-Built in large bold ½-inch letters.
	1.24.12. All IT Rooms shall have an elevation drawing of each wall.  Room locations shall be depicted in plan view with expanded details shown by part plan at a scale no less than 1/4" = 1' – 0".

	1.25. AS-BUILT DOCUMENTATION > SAMPLES
	1.26. SENSITIVE SECURITY INFORMATION (SSI)
	1.26.1. LAWA IT infrastructure documentation is considered as Sensitive Security Information (SSI).
	1.26.2. SSI documentation shall have “Sensitive Security Information” listed in red letters on the top right hand corner and right margin as shown in the following titleblock.  See Appendices for Federal Code of Regulations.

	1.27. WIRECAD CABLE MANAGEMENT SYSTEM
	1.27.1. WireCAD is used as LAWA’s IT infrastructure cable management system.  Designers need to specify that contractors obtain the required data in the specific format.
	1.27.2. Contractor shall be required to use the WireCAD system spreadsheets for all fiber and copper backbone segments and circuits.
	1.27.3. All associated costs shall be borne by the contractor.
	1.27.4. All backbone segments for fiber and copper cable information shall be entered into a WireCAD backbone spreadsheet.  Contractor shall obtain the most recent spreadsheet from LAWA.
	1.27.5. All backbone fiber and copper circuit information shall be entered into a WireCAD circuit spreadsheet.  Contractor shall obtain the most recent spreadsheet from LAWA.
	1.27.6. All backbone segment and circuit spreadsheets shall be verified by Holbrook Enterprises Inc. (HEI) for importability.  Contractor shall bear all costs associated with WireCAD importability verification.

	1.28. ACCEPTANCE TESTING & COMMISSIONING
	1.28.1. All IT Infrastructure shall have a final acceptance test plan reviewed and approved by LAWA.
	1.28.2. All Acceptance Test Plan(s) shall include objectives, procedures, a list of infrastructure and/or equipment to be tested, proposed test equipment used, expected results, test result worksheet, testing schedule, and required LAWA resources.
	1.28.3. Inspection is a mandatory minimum two-step process.   The first step requires completion of the IT Infrastructure Pre-acceptance Inspection Checklist shown below.  A punch list is created and corrections are made.  Then the second step of re-i...
	1.28.4. Final acceptance test plans shall be reviewed and approved by LAWA.  LAWA will be the sole determinant of the acceptability of the test plan and any disputes arising from discrepancies found in test plan data.
	1.28.5. LAWA reserves the right to review, witness, and validate the execution of all formal test procedures.
	1.28.6. LAWA reserves the right to designate third parties to review, witness, and validate the execution of all formal test procedures.
	1.28.7. Contractor shall submit test results in PDF form submitted to LAWA for review and comment within 3 days of completion of the individual test.
	1.28.8. Contractor shall supply the names and credentials of persons who performed the test.
	1.28.9. Contractor shall correct all discrepancies or problems discovered during testing at no cost to LAWA.
	1.28.10. If the newly-installed IT Infrastructure does not perform satisfactorily, the Contractor shall make corrections and modifications at Contractor’s cost and then schedule a new test with LAWA.
	1.28.11. Performance of Infrastructure shall equal or exceed criteria stated in individual Specification sections.
	1.28.12. Field Testing of all cabling and connectors shall comply with and be tested to ANSI/TIA Standards.
	1.28.13. Final Acceptance shall be considered complete when the IT Infrastructure has been demonstrated to perform in accordance with Standards, as demonstrated by:
	 Completion of the installation
	 Remediation of punch list items
	 Completion of all in-progress and final inspections
	 Receipt of all tests in PDF format
	 Contractor-provided data input of all spreadsheets
	 HEI Enterprises’ confirmed accuracy and importability of the WireCAD data
	 Receipt of major Deliverables
	 Site Cleaning/Rubbish Removal
	 As-Built Drawings/ Plans Submittal
	 AutoCAD Electronic As-Built Files Submitted
	 Equipment/ Material List Submittal
	 O & M User Manuals Submittal
	 Key Transfer
	 Passwords Transferred
	 Licenses Transferred
	 O & M Training
	 Users Training
	 Contractors' Contact List for Warranty issues
	 Product Warranties
	 Systems Warranties
	 Lessons Learned


	1.29. TRAINING
	1.29.1. Contractors shall provide the following training and training documentation for new and upgraded systems.
	 Operations manuals
	 Technical Staff training by Contractor and/or 3rd party
	 User’s manuals
	 User Staff training
	 Equipment training
	 Application training
	 Application configuration Booklets
	 Confined space training where applicable


	1.30. WARRANTIES
	1.30.1. Contractors shall warrant that:
	 IT Infrastructure materials and workmanship shall meet or exceed LAWA and industry standards and be fully guaranteed for a minimum of one (1) year from Final Acceptance unless specified otherwise.
	 Structured Cabling Solutions shall have a minimum of twenty (20) years manufacturer warranty.
	 All copper and fiber approved cabling and components meet or exceed the specifications of ANSI/TIA/EIA Standards.


	1.31. PROJECT CLOSEOUT
	1.31.1. All LAWA projects with IT components shall go through a project closeout process that includes verification of all items specified on the Project Closeout Checklist shown below.


	2.   APPENDICES
	2.1. APPENDIX A - GLOSSARY
	2.2. APPENDIX B - INFORMATION DISCLOSURE POLICY REFERENCE
	2.3. APPENDIX C - NON-DISCLOSURE CONTRACTOR REFERENCE
	2.4. APPENDIX D - NON-DISCLOSURE INDIVIDUAL REFERENCE
	2.5. APPENDIX E - SSI SECURITY INFORMATION REFERENCE
	2.5.1. Code of Federal Regulations 49 CFR Part 15
	Sec. 15.1 Scope.
	Sec. 15.3 Terms used in this part.
	Sec. 15.5 Sensitive security information.
	Sec. 15.7 Covered persons.
	Sec. 15.9 Restrictions on the disclosure of SSI.
	Sec. 15.11 Persons with a need to know.
	Sec. 15.13 Marking SSI.
	Sec. 15.15 SSI disclosed by DOT.
	Sec. 15.17 Consequences of unauthorized disclosure of SSI.
	Sec. 15.19 Destruction of SSI.

	2.6. APPENDIX F - IT ROOM ACCESS POLICY REFERENCE
	2.6.1. Physical Security
	2.6.2. Levels of Access
	2.6.3. REQUESTS FOR IT Facility Access
	2.6.4. ISSUANCE OF KEYS
	2.6.5. EXISTING FACILITIES
	2.6.6. REQUESTS FOR IT EQUIPMENT ACCESS
	2.6.7. IT ROOM BEHAVIOR AND RESTRICTIONS
	2.6.8. ACCESS REVOCATION

	2.7. APPENDIX G - CODES, STANDARDS, REGULATIONS
	2.7.1. All installations shall comply with the latest National Electric Code, the Los Angeles City Building and Safety Electric Code, and the codes, standards, and methodologies listed below. Except as specified, Standards and practices that prevail a...
	2.7.2. All references to model numbers and other pertinent information herein are intended to establish standards of performance, quality and construction only. Equivalent products may be considered if adequate information is submitted to the specifyi...
	2.7.3. If there is an apparent conflict between this specification, and any code or standard, then the NEC and City of Los Angeles Building and Safety Codes shall prevail.

	2.8. APPENDIX H - LESSONS LEARNED
	2.8.1. Conduits directly on the ground in potential harm’s way of vehicles shall be protected.
	2.8.2. Basements shall not share a common wall with a Maintenance Holes.
	2.8.3. Maintenance Holes with empty conduits shall be plugged and conduits with cables shall have cable wraps.
	2.8.4. Horizontal cable terminations shall be installed in 34-inch wide equipment cabinets to allow for sufficient vertical cable management.
	2.8.5. Horizontal cable management for CAT 6/6A shall be completed by using angled CAT 6/6A patch panels and 34-inch wide cabinets for Structured Cabling Solutions.
	2.8.6. Angled CAT 6A patch panels plus wider cabinets eliminate unsightly cable management.
	2.8.7. Indoor fiber cable slack shall be coiled up behind patch panels that have been extended off the wall with strut or “Z” brackets.

	2.9. APPENDIX I - CONDUIT FILL CALCULATIONS
	2.10. APPENDIX J - FIBER OPTIC LOSS BUDGET CALCULATIONS
	2.10.1. 1.  Research the transmitter output power and receiver sensitivity and plug these values into item #1.
	2.10.2. 2.  Plug in 0.6 dB into item #2.
	2.10.3. 3.  Determine the Loss Budget – [Transmitter Power Output minus Receiver Sensitivity] minus Power Penalties – item #3.
	2.10.4. 4.  From the Corning catalog, Altos (which you’re using) Multimode 62.5 micron fiber has an inherent loss of 3.4 dB/km.  Multiply by the total distance and plug this value into item #4.
	2.10.5. 5.  Connectors are allowed 0.75 dB loss per mated pair.  Multiply by the number of mated pairs and plug this value into item #5.
	2.10.6. 6.  Splices are allowed 0.3 dB per fusion splice – typically 2 splices per mated connector pair.  Multiply by the number of splices and plug this value into item #6.
	2.10.7. 7.  Calculate Insertion Loss - all passive losses (cable, connectors, fusion splices) per circuit – item #8.
	2.10.8. 8.  Calculate System Performance Margin - Subtract Insertion Loss from Loss Budget – item #9.

	2.11. APPENDIX K - 2014 NEC CODE ARTICLES
	2.12. APPENDIX L - CSI MASTER FORMAT DIVISION NUMBERS
	2.13. APPENDIX M - LOS ANGELES CITY SEISMIC PARTS REFERENCE
	2.14. APPENDIX N - PART NUMBERS
	2.14.1. Below are two lists of part numbers pre-approved by LAWA.  The first list with the parts icons, details the part numbers required for a Structured Cabling System.  The second list is for everything else.
	2.14.2. Wherever a specific manufacturer and model number are called out in these standards, if the model number is no longer valid, then the newest equivalent model number shall be used.  LAWA IMTG shall be consulted to validate that the new model nu...





